("Web

D ALRE R

Installation Guidelines
for

WebSAMS 3.0

Version 1.3.7
Feb 2021



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

Distribution of Controlled Copy

Copy No. Holder

Copyright © 2021. Education Bureau. The Government of the HKSAR. page ii
All Rights Reserved.



Installation Guidelines for WebSAMS 3.0

Version 1.3.7

Amendment History

Change
No.

Revision Description

Author

Revision
Number

Date

1.

10.
11.

12.

13.

In Appendix 7, add:
D. Enable Windows Firewall

Add Appendix 9 - Install WebSAMS
Root Certificate on Wworkstations

Updating of section 8.1

Updating of section 8.2 — reminder for
the command to backup the
configuration file

Updating of section 7.6.3, point 3 -
reminder on data conversion program

Updating of section 3, Overview —
reminder to follow the sequence of
installation procedure

Updating of section 8.7.2, patch for
HTTP Server

Updating of section 9.3.1, reminder
for installing ODBC driver on 64-bit
workstation

Updating of section 4.2.2, a new file
“Test39(ChineseChar).RTF” &
“Annex: Acceptance Test Procedure”,
Test No.39, copy and paste of the two
Chinese characters to perform the
test.

Updating of Form C in Appendix 5.

Updating of section 8:

- Reorganize the procedures in
sections 8.6

- Add new patch02 in section 8.7.2

- Add new paragraph in section 8 &
new section 8.8 for steps of
“Change of SSL Certificate”

Updating of Form C in Appendix 5:

- Renumber the test ID in Part |

- Update in Test 12 of Annex

Updating of point 1 in section

7.7.4

- Update item 4) to revise the
setting in  ‘Command Line
Parameters’

EDB

EDB

EDB
EDB

EDB

EDB

EDB

EDB

EDB

EDB
EDB

EDB

EDB

1.1

1.1

1.2
1.2.1

1.3

1.3

1.3

1.3

1.3

1.3
1.3.1

1.3.1

1.3.2

27/6/2014

27/6/2014

10/7/2014
16/7/2014

2/9/2014

2/9/2014

2/9/2014

2/9/2014

2/9/2014

2/9/2014
7/10/2014

7/10/2014

1/11/2014

Copyright © 2021. Education Bureau. The Government of the HKSAR.

All Rights Reserved.

page iii




Installation Guidelines for WebSAMS 3.0

Version 1.3.7

Amendment History

Change
No.

Revision Description

Author

Revision
Number

Date

14.

15.

16.

17.

18.

19.

20.

21
22

23

Updating of section 7.10.1:

- Update point 3 to remind
selecting option of “Run only
when user is logged on”.

- Update point 5 & 6 for setup of
batch job script.

Updating of section 7.8:

- Update point 9 & 10 to renew the
screenshots.

Updating of Appendix 7:

- Update point A.2.2 to clarify how
the Windows Guest account
should be renamed.

Updating of section 7.4.1:

- Add point 4 to provide more
instruction for SQL Anywhere
installation.

Updating of section 7.7.4:

- Add point 9, 10, 11 to validate the
installation of Crystal Server
2013

Updating of section 8:

- Update the backup and install
config produce of HTTP Server

Updating of section 7.7:

- Update the programs of
WebSAMS 3.0 application

Updating of Section 8.7.2:

- Update part2 for Sp4

Updating of Appendix5:

- Update point 22,23 to renew the
screenshots

Updating of Appendix9:

- Update point 1-10 to renew the
screenshots

Updating of Account information

Updating of Application components

Removing upgrade procedure for

WebSAMS 2.0

Updating of Section 7.8
- Update point 6, 12 and 13 to
renew the screenshots

EDB

EDB

EDB

EDB

EDB

EDB

EDB

EDB
EDB

EDB

1.3.2

1.3.2

1.3.2

1.3.2

1.3.2

1.3.3

1.3.4

1/11/2014

7/1/12015

7/1/2015

7/1/2015

7/1/2015

1/11/2016

21/1/2019

23/12/2019
01/02/2020

02/02/2021

Copyright © 2021. Education Bureau. The Government of the HKSAR.

All Rights Reserved.

page iv




Installation Guidelines for WebSAMS 3.0 Version 1.3.7

Table of Contents

1_ Objective ............................................................................................................... 1
TAPGEE AUGIENCE +++ -+ r+ s et e e sms et 1
Overview ............................................................................................................... 2
31 Scenarios ..................................................................................................... 2
32 Task CheCkllst for Different Scenarios ................................................................. 4
33 Setup Types .................................................................................................. 6
34 Assistance .................................................................................................... 6

4_ WebSAMS |nsta”ation KItS and Media DVD/CDS ........................................................... 7
41 |nf0rmation Worksheet ..................................................................................... 7
42 |nsta"ation KItS and Soﬂware ............................................................................ 7

4.2.1 WebSAMS Server INStall@tion -« - --««-«««x-xwrrsrermrrsri e 7
4.2.2 WebSAMS 3.0 Application INStallation ««- -« -+« -« xxrorerrsrrre e 7
4.2.3 HTTP Server INStall@tion -« -« ««xx-xxrerrsrsrrrneii e 8
5' Network Setup ........................................................................................................ 9
51 |ntroduction ................................................................................................... 9
5.1.1 Typical SChOOI NEIWOIK DESign - -+« -xxxxrrerrsrsrrsssssiireisis e 9
5.1.2 USEr CRAracCteriStiC -« - -+« -xrwsrrrrs st 12
B.1.3 [P AGGIOSS «+-vvr - rneerrermmmmmun ettt e 12
5.1.4 [P Address Scheme for WebSAMS NEIWOIK:«-««««««««rr terrrmtmmmaiiianeatiieaaeaiienaeeaian 12
5.1.5 Domain Name Service (DINS) - -« -« -« -wsrrrrrrrmssrreree i 14
52 Configure WebSAMS Router ............................................................................ 15
53 Configure Other Network Equipment .................................................................. 15
WebSAMS Server |nsta”ation .................................................................................. 16
WebSAMS Application |nSta||ati0n in WebSAMs server ................................................ 20
71 Health Check (Obsoleted) ............................................................................... 20
7.2 Migration of Data from WebSAMS 2.0 to 3.0 (Obsoleted) «--wwmreerrerrerereeereeneeeees 20
7.3 Network Configuration for WebSAMS Server and Workstation - -«---------eoreeeeemeeneenens 20
7.3.1 Basic Network Setfing ««-«« -« ««xwrrrrrrrrrsrseresiiti s 20
7.3.2 Configure DNS and DHCP Services in WEbSAMS Server -« -« -«-xxwoeerrrrmemmnie.. 21
7.3.3 WebSAMS Workstations Login to the ITED DOMAin -+« +««++======sssureesmeamieaieniisie 35
74 Sybase SQL Anywhere 16 (64_b|t) |nsta"at|0n ...................................................... 37
7.4.1 Install Sybase SQL Anywhere 16 (64-Dit) -« --xwerereerrsrrmmeseee 37
75 SAP Crystal Server 2013 |nsta”ation .................................................................. 39
7.5.1 Install SAP Crystal SEIVer 2013 «-««-«-«--xsreturameitiit it 39
76 Data COnVerSiOn (Obsoleted) ........................................................................... 41
77 WebSAMS 30 App“catlon |nSta"at|0n ................................................................ 41
7.7.1 Install WebSAMS 3.0 APDICALION -« +««+«+«=xxxeesmeesmeaieieaie e 41
78 FII’St Tlme to Start WebSAMS Appllcatlon ............................................................ 53
79 WebSAMS Training |nstance |nsta"ation (Opt|0na|) ............................................... 58
710 Schedule Jobs .............................................................................................. 61
Copyright © 2021. Education Bureau. The Government of the HKSAR. page v

All Rights Reserved.



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

7.90.1 WiInNQOW SCREGUIET JODS- -+« rr s raaeeeeee et e 61
7.10.2 BACKUD JOB =+ e e 64

7.10.3 Create RECOVEIY CD -« -« -« «xrxseuemeie et 82

711 ReStore WebSAMS Server and Application ......................................................... 87
712 Fa”back and Recovery ................................................................................... 94

8_ HTTP Server |nsta”ation ......................................................................................... 95
8.1 Back up the Configuration of HTTP Server for WebSAMS 2.0 (Obsoleted) --------=------- 96
8.2 Back up the Configuration of HTTP Server for WEbSAMS 3.0 «--xrererrrrrrrieeeeinenens 96
83 |nsta”ation Of the SUSE LinUX .......................................................................... 97
8.4 Installation of the Anti-Virus Software — Trend Micro ServerProtect 3.0 «««-----reeeeeeeee 102
8.5 Configuration of HTTP Server with Backup Configuration Files -------«--srereeeeeeneens 105
8.6 Configuration of HTTP Server for New Installation «--«---xxereererererreeneens 108

87 POSt |nsta”ation Tasks .................................................................................. 111
8.7.1 Configuration Of Trend MICro -« -« -« xxxxxrrerrerrsmimiriii i 111

8.7.2 Applying the patch for HTTP Server -« -««-«:««xxsrerrerrrrimimminiiiiiiiiiieeee 113

88 Change the SSL Cer-tificate ............................................................................ 116

9_ Crystai Reports |nsta”ation in Workstation ................................................................ 117
91 |nsta” Sybase 16 ODBC Driver ....................................................................... 117

92 |nsta” SAP Crystal Reports 2013 .................................................................... 118
93 Configure TWO ODBC ACCOUntS ...................................................................... 118

10 POSt |nsta”ation Check ......................................................................................... 120
Appendix 1: Hardware and Software Specification ............................................................... 1
Appendix 2: |nformation Sheet ........................................................................................ 1
Appendix 3: Form A .................................................................................................... 1
APPENIX 41 FOMM B ++veereeetsrretee sttt 1
Appendix 5: Form C ...................................................................................................... 1
Appendix 6: Troubieshooting .......................................................................................... 1
Appendix 7: WindOWS Server 2012 R2 - OS Hardening Guide ................................................ 1
Appendix 8: Windows Server 2012 R2 — Default Value of Security Options:«-««-«-xxrerrrereereenes 1
Appendix 9: Install WebSAMS Root Certificate on Workstations -« -«---xrerererrreerenen 1
Copyright © 2021. Education Bureau. The Government of the HKSAR. page vi

All Rights Reserved.



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

1. Objective

Since the rollout of WebSAMS from 2003, its usage rate keeps on rising and there have also
been continuous enhancements to its functions to meet the increasing needs. On the other hand,
we note that the system software of WebSAMS will not have upgrade patches from the vendors
for fixing problems and addressing security issues in coming future. To improve the efficiency
of the system and minimize the security risks, the Education Bureau considers it necessary to
upgrade the WebSAMS server and system software.

The major objective of this document is to provide technical details on how to upgrade the
existing WebSAMS to the new version of WebSAMS.

Throughout this document:

- The “New WebSAMS” that has been adapted to a new software platform with MS Windows
Server 2012 R2 and Sybase SQL Anywhere 16 (64-bit) will be referred to as “WebSAMS
3.07

Roughly speaking, the complete process environment should include the following major tasks:

Install and configure the WebSAMS 3.0 server;

Installation of SAP Crystal Server 2013;

Installation of Sybase SQL Anywhere 16 (64-bit);

Installation of the WebSAMS 3.0 application;

Installation of WebSAMS training;

Installation of HTTP server;

Install Sybase 16 ODBC driver (32-bit) and Crystal Reports 2013 as well as configure
ODBC accounts in WebSAMS workstations.

NV AEPD =

This document also facilitates schools to install a brand new WebSAMS or to resume the
WebSAMS operation when facing situations such as reinstallation of WebSAMS, upgrading of
related system equipment or change of network settings.

2. Target Audience

This document is mainly for engineers who are responsible for the actual planning and
installation works. They are expected to have total understanding of the existing network
environment in school and also have basic knowledge in installation, configuration and
administration of the network components such as routers, DNS service, DHCP service,
Windows Server 2012 R2, and Linux server etc. The section regarding network setup is, in
particular, recommended only to readers who possess in-depth expertise and practical
experience in network design and implementation.

System administrators and technical support staff who have interest may also refer to this

document in understanding the settings and installation procedures for the WebSAMS
environment.

Note: @ New installation @ Re-installation
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3. Overview

3.1

Scenarios

Two different scenarios for WebSAMS installation in school environment that have been
mentioned above can be concluded as follows:

1.  New WebSAMS Installation @
2. WebSAMS Reinstallation @

Please refer to the “Task checklist for different scenarios” in next section to check what
tasks have to be performed for the above 2 scenarios.

From now on, each subsequent section will be labeled with the icons, at the left side under
the section heading, showing the scenarios that the section is related to. Where @ stands
for new WebSAMS installation, @ for WebSAMS Reinstallation.

For example:

421 WebSAMS Server Installation
N TR

Windows Server 2012 R2 Standard Edition DVD

Device drivers for the RATD controller and other system devices.
Anti-Virus software

Backup software

et

The above example indicates that the section is related to “New WebSAMS Installation”
and “WebSAMS Reinstallation”.

Inside a section, if specific steps are applicable to only some scenarios, these steps will be
highlighted with colour and the square arrow shapes with the scenario icon inside like the
followings:

Note: @ New installation @ Re-installation
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(a) Network Setup

Subject to the events happened, the engineer has to judge the appropriate tasks that
needed to be involved.

Common scenarios Tasks that may be involved for setting up of the
network
® Reconstruction of network | 1. Configure WebSAMS Router.
Setup 2. Configure DNS services in WebSAMS
® Change of IP scheme server and ITEd Domain Controller.
® Relocation of critical | 3. Configure DHCP services in WebSAMS
network component such server and ITEd Domain Controller.

as moving HTTP server | 4. Configure other network equipment.
from ITED segment to
DMZ

® Replacement of network
equipment

(b) WebSAMS Server & Application

Common Scenarios

Reinstallation due to

® Hard disk crashed

® System corrupted

® Replacement of server hardware

When a set of WebSAMS server backup data is on hand, a school can recover the
server to the status up to the moment when the system is being backed up.

Should WebSAMS server backup data is not available or the school prefers to
build up the school data from scratch, a brand-new WebSAMS has to be installed.

(c) HTTP Server

Common scenarios

® Hard disk crashed

® System corrupted

® System hacked

® Replacement of server hardware

(d) Crystal Reports (For workstation)

Common scenarios

Hard disk crashed

System corrupted

Replacement of workstation hardware

Transfer of license from one workstation to another

Note: @ New installation @ Re-installation
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3.2 Task Checklist for Different Scenarios

00

Scenarios

Re-Installation

0

New
Installation

Major Tasks Section

1. | Collect information 4 v v v v v
2. Restore  WebSAMS  server and | 7.11 v
application
3. | Network setup — Understanding the | 5.1 v v v v
network setting of WebSAMS.
4. | Network Setup — Configure WebSAMS | 5.2, v v
router and other network equipment 53
5. | WebSAMS server installation 6 v
®  Windows Server 2012 R2
Standard Edition
Install anti-virus software.
Install backup software.
6. Network configuration for WebSAMS | 7.3.1, 4
Server 7.3.2,
7.3.3.1
7. | Network configuration for WebSAMS | 7.3.3.2 4 v
Workstations
8. | Sybase SQL Anywhere 16 installation | 7.4 v
9. SAP Crystal Server 2013 installation 7.5 v
10. | WebSAMS 3.0 application installation | 7.7 v
11. | Start up WebSAMS 7.8 v v
12. | WebSAMS training installation 7.9 v
13. | Schedule jobs 7.10 v

Note: @ New installation @ Re-installation
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Major Tasks

Section

Scenarios

Re-Installation

0

New
Installation

14. | HTTP Server installation 8 4 v
15. | Installation of Crystal Reports in | 9.2 v v
workstation
16. | e Installation of Sybase 16 ODBC | 9.1, v v
driver for Crystal Reports in | 9.3
workstation
e Configuration of ODBC accounts
in workstation
17. | Post installation check 10 4 v 4 v 4

Note: @ New installation

@ Re-installation
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3.3 Setup Types
(N IR

Other than different scenarios for installation, since the last 1 Server 2 WebSAMS school
split to 2 servers. Only 1 setup type for all schools: 1 Server 1 WebSAMS (1S1W) — This
is the most typical installation type. A school have one server for operating a WebSAMS
system and one HTTP server for handling traffic between WebSAMS server and clients
not in WebSAMS Segment

3.4 Assistance

00

Schools please contact their WebSAMS school liaison officer of the Education Bureau
(EDB) for any clarification or assistance. The list of the school liaison officers is available
from http://cdr.websams.edb.gov.hk.

Note: @ New installation @ Re-installation
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4. WebSAMS Installation Kits and Media DVD/CDs
[N IR)

4.1 Information Worksheet

00

Before any installation or re-configuration, a school information worksheet including both
administrative and technical information of school, such as the password of administrator
accounts, IP addresses and subnet mask for different machines is recommended to be on
hand in first place. A sample information worksheet can be used for reference in Appendix
2.

4.2 Installation Kits and Software

(N IR

Subject to the scenarios of installation required, please verify that the following Kkits,
product CDs, license keys and configuration information are ready and available.

4.2.1 WebSAMS Server Installation

Windows Server 2012 R2 Standard Edition DVD

Device drivers for the RAID controller and other system devices.
Anti-Virus software

Backup software

bl ol e

4.2.2 WebSAMS 3.0 Application Installation

Windows Server 2012 R2 Standard Edition DVD

Sybase SQL Anywhere 16 (64-bit) DVD

SAP Crystal Server 2013 DVD (to be provided by the school)
SAP Crystal Reports 2013 DVD (to be provided by the school)

New School Database CD (For a new WebSAMS installation) with digital certificates
sk

A S

6. System Installation DVD for WebSAMS 3.0 that includes:
® Basic Installer — contains tools for basic installation of WebSAMS
o Training Installer - contains tools for installation of training system
e Guidelines — documentation

o Misc — dummy database and certificate files that may be needed for re-installation
of WebSAMS application.

Note: @ New installation @ Re-installation
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7. Test39(ChineseChar).RTF ,this file contains the Chinese characters to perform the
test n0.39 in the “Annex:Acceptance Test Procedure”

** Note: Schools may contact the WebSAMS Team of the EDB for
acquiring the files when needed.

4.2.3 HTTP Server Installation

1. HTTP Server Installation CD for WebSAMS 3.0

Note: @ New installation @ Re-installation
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5. Network Setup
00

5.1 Introduction

00

5.1.1 Typical School Network Design

Design 1: Internet Gateway with DMZ

Ireret

Irermet User

School Premize %

ISP equiproernt

fi pewll )

Seryer Server

T WebSAMS
: segrment

=
router

WebSAMS

WebSAMS WebSANMS PCs
Server

The characteristic of this setup is that the school has an Internet Gateway, in this case a firewall,
to separate ITED segment, DMZ and Intranet. Servers which are exposed to Internet are placed
in DMZ.

The firewall filters any IP traffic that pass among Internet, DMZ and ITED segment.

In this design, the HTTP server would be placed in DMZ while WebSAMS server would be
placed in WebSAMS segment.

Note: @ New installation @ Re-installation
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Design 2: Internet Gateway without DMZ

[nternet

Internet User

School Premise ISP equipment

| WebSAMS
segment

segment

TIirriiill : (=] e
EETTETTS SRR
WebS AME switch - WebSAMS router

| £ = ==p L i)
Webs AMS WebSAMS PCs ; HTTF Web/ Email / Froxy  Domain Controllesr  ITED FCs
Server : . Server Server

The characteristic of this category is that the school has an Internet Gateway to separate Internet
and ITED segment.

The Internet Gateway could be a:
*  Hardware Firewall
*  Proxy Server supporting Network Address Translation (NAT)
*  Router implementing NAT
*  Linux box with two network Interface cards and running iptables or ipchains
*  Windows Server 2012 R2 with two network interface cards and “running routing and
remote access”.

The Internet Gateway filters any IP traffic that pass between Internet and ITED segment.

In this design, the HTTP server would be placed in ITED segment while WebSAMS server
would be placed in WebSAMS segment.

Note: @ New installation @ Re-installation
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Not recommended School Network Design

Internet User

Internet

School Premise

. WebSAMS
: segment

WebSANME switch

WebSAMS WebSAMS PCs
Server

WAMS rocr

ISP equipment

Server

D switch

Server

segment

This design assumes the school does NOT have a trusted Internet gateway to separate Internet
from ITED segment. The coexistence of real IP network and the ITED segment in the same
ITED switch will subsequently cause the ITED segment to be exposed to the Internet directly.

With the security of ITED segment solely rely on the protection mechanism of the server’s
operating system, this is a least secure design that school should be aware of. Adoption of this

solution is not recommended.

Note:

@ New installation

@ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved.

Page 11 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

5.1.2 User Characteristic

Based on the access pattern, there are 3 types of WebSAMS users. They are WebSAMS user,
ITED user, and Internet user.

WebSAMS users are those users that access WebSAMS application in the WebSAMS segment.
They would access WebSAMS server directly.

ITED users are those users that access WebSAMS application in the ITED segment. They are
served by HTTP server.

Internet users are those users that access WebSAMS from Internet. They are served by HTTP
Server.

5.1.3 IP Address

The WebSAMS server needs a fixed private [P address in the WebSAMS segment. WebSAMS
users access WebSAMS application by this IP address.

The HTTP server needs a fixed private IP address in the ITED segment. ITED users access
WebSAMS application by this IP address.

The HTTP server also needs a public (real) IP address. Internet users access WebSAMS
application by this IP address.

In summary, there should be:
e one private [P address for clients in WebSAMS segment
e one private [P address for clients in ITED segment and one public (real) IP address for
Internet users are needed

The 3 IP addresses are considered as one set of IP addresses for WebSAMS.
5.1.4 1IP Address Scheme for WebSAMS Network

Based on ITED project's Technical Guidelines for School Network Implementation, schools are
recommended to follow the pre-assigned IP address range and each school will have 16 subnets
which provide 4,096 IP address space (16 subnets * 256 IP address space per subnet). It should
be noted that the first and the last [P addresses of each subnet are reserved for identifying the
subnet itself and IP broadcasts within the subnet respectively. These two IP addresses in the
subnet are not usable for hosts/network devices. The pre-assigned IP address range for each
type of schools is as follow:

IP Address Range School Type
10.40.0.0 to 10.99.255.255 (Primary)
10.100.0.0  to 10.179.255.255 (Secondary)
10.180.0.0 to 10.199.255.255 (Special)

For example: 10.40.0.0 to 10.40.15.255 assigned to ABC Primary School
10.40.16.0 to 10.40.31.255 assigned to 123 Primary School

It is recommended that WebSAMS network to subscribe an IP address range in the last subnet
of each school as WebSAMS network segment. The IP address scheme should be ready before

Note: @ New installation @ Re-installation
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proceeding to the Configuration of Windows server for WebSAMS.

The DHCP server is to lease IP address to workstations that run TCP/IP protocol as its
communicating tool with server and other workstations. Workstation can obtain IP address
dynamically from the DHCP server. This will ease the management of IP addresses for
WebSAMS workstations and other IP-dependent devices. The use of DHCP server is a
preferred and default option for the management of IP addresses of WebSAMS network.

The following example illustrates how to determine the IP address for WebSAMS
Network:

If IP address 10.40.0.0 to 10.40.15.255 belongs to ABC Primary school, the last subnet of ABC
school is 10.40.15.n (where n is 0 to 255). WebSAMS network will subscribe the IP address
range from 10.40.15.1 to 10.40.15.254.

For school with one server, the NIC adapter of server will use IP address = 10.40.15.254.

If schools follow the ITEd ‘s IP allocation Standard and use DHCP 's dynamic assignment of [P
address for WebSAMS network, IP Scheme for WebSAMS will be similar as follows:

Number of |Subnet used by | WebSAMS Server DHCP IP Example of DHCP
WebSAMS |WebSAMS IP Address Range Start and End
server in Range of ABC
school Primary School
1 10.x.y. 10.x.y.254 10.x.y.128 to  |Start
10.x.y.239 10.40.15.128
End
10.40.15.239

Where 10.x.y is the last subnet of your school networks.

Note: @ New installation @ Re-installation
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5.1.5 Domain Name Service (DNS)

The WebSAMS application is accessed from a web browser using a unique domain name,
regardless of the user pattern. Since different users access WebSAMS application by different
means, the unique domain name should resolve to different IP addresses accordingly.

The following example illustrates the idea.

Assume “websams].schabc.edu.hk™ to be the unique domain name,
192.168.1.100 to be the private IP address of the WebSAMS server,
10.10.10.100 to be the private IP address of the HTTP server,
202.202.202.100 to be the public IP of the HTTP server

In WebSAMS segment, the unique domain name should be resolved to the private IP address of
the WebSAMS server. A local DNS service in WebSAMS server should resolve the unique

domain name.
websams1.schabc.edu.hk = 192.168.1.100

In ITED segment, the unique domain name should be resolved to the private IP address of the
HTTP server. A local DNS server in ITED segment should resolve the unique domain name.
websams|1.schabc.edu.hk = 10.10.10.100

In Internet, the unique domain name should be resolved to the public (real) IP address of the

HTTP server. The DNS server of school ISP should resolve the unique domain name.
websams1.schabc.edu.hk = 202.202.202.100

Note: @ New installation @ Re-installation
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5.2 Configure WebSAMS Router
(N IR

Due to security concern, the details have been included in the document “Document 36 - Rules
for Configuration of WebSAMS Router and Internet Gateway” to be supplied by EDB
separately in your package of WebSAMS rollout deliverables for new WebSAMS schools. You
may also consult your WebSAMS school liaison officer for more details.

After configuration of the WebSAMS router is completed, you can test whether the access list
is set up properly by using the telnet command in the HTTP Server to connect to the WebSAMS
server at port 8009 and 7009. The following shows an example:

§ telnet 10.40.15.201 8009
Trying 10.40.15.201...
Connected to 10.40.15.201.
Escape character is '*]'.

Fallback school router configuration in case of any problem encountered
Load the backup configuration back to the router.

5.3 Configure Other Network Equipment
(NIR)

Depending on the network setup of individual schools, there may be other network equipment
that needs to be configured. Some examples of such equipment are

*  Firewall, ISP router or other gateway,

*  Proxy Server

* ISP equipment

Configuration of Firewall, ISP router or other gateway

Due to security concern, the details have been included in the document “Document 36 - Rules
for Configuration of WebSAMS Router and Internet Gateway” to be supplied by EDB
separately in your package of WebSAMS rollout deliverables for new WebSAMS schools. You
may also consult your WebSAMS school liaison officer for more details.

Configuration of Proxy Server
e Make sure the host table in the WebSAMS server has been modified as mentioned in
the section of “Configure DNS and DHCP Services”
*  Configure proxy server to bypass WebSAMS domain name

Note: @ New installation @ Re-installation
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6. WebSAMS Server Installation
(N

In addition to the normal steps in installing the operating system of a server guided by the
Windows Server 2012 R2 installation program, other settings specific to the WebSAMS server
also have to be noted as follows:

1. Install the server as a standalone workgroup server. Do not set up or join any domain.

2. Hard Disk Partitioning
Partition the hard disk into three partitions:
e ( drive as 200GB;
e D drive as 200GB and;
e E drive as the remaining.

3. File system
All Drive (C, D and E) must be in NTFS format. Compression feature should not be used

for the whole file system.

4. Disk Volume Name
Do not assign Drive C, Drive D and Drive E with any volume name.

5. Paging File
Initial Paging file size of Windows server 2012 R2 should be “Auto”.

6. Time Zone
Set Time Zone to (UTC+08:00).

7. Network Protocol
Each server should have two network interface cards (NIC):

L0 The first NIC will be used for connecting the WebSAMS server to the network switch
in the WebSAMS segment. For this network connection, only install TCP/IP network
protocol and choose the obtaining of IP address and DNS server address
automatically as the default (A fixed IP address will be required later before
WebSAMS application is installed).

0  The second NIC is reserved for connecting the WebSAMS server to the network-
attached storage device (NAS) when applicable (Physically a crossover UTP cable
supporting Gigabit Ethernet may be necessary for making the direct connection
between the server and the NAS).

e The NAS device and the second NIC should form a private segment. A
“192.168.1.X” scheme with subnet mask of “255.255.255.0” for this segment is
recommended.

e To configure the second NIC, choose installation of only the TCP/IP network
protocol and set the fixed IP address to “192.168.1.x” where x can be any number
from 1 to 254. This fixed IP address should be different from that of the NAS
device.

For example, assuming the fixed IP address of the NAS device is

Note: @ New installation @ Re-installation
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“192.168.1.1”, the IP address of the second NIC can be set to
“192.168.1.2”. The DNS server address for the second NIC is always not
needed and should be empty.

Network Switch

UTP
cable

NIC of NAS
e.g. IP address is
192.168.1.1

The 13t NIC
e.g. IP address is
10.40.15.254

The 2" NIC
e.g. IP address is
192.168.1.2

Crossover
UTP cable

NAS

WebSAMS Server

8. Video Display Setting
Select 1024x768 (or higher resolution when appropriate) screen size in server and install
the appropriate Video driver.

9. Computer Name
Don’t change the computer name. Keep the default computer name assigned by the system.

Windows Setup i

Computer Mame and Administrator Password
“tou rust provide a narme and an Administrator password for pour computer.

= l Setup has suggested a name far pour computer. |f pour computer is on a
! network,. vour network. administiatar can tell you what name to use.

Computer name:

Setup creates a user account called Administrator. Y'ou use this account when
you need full access to pour computer.

Type an Administrator password.

Adrinistrator password: I

Corfirm pazsword: I

N

10. Workgroup
Use “WebSAMSGROUP” as the Workgroup name.

11. Date Format
The format order should be set to dd/MM/yyyy in short date format.

Note: @ New installation @ Re-installation
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12. Regional options
(Start -> Control Panel -> Change date, time, or number formats / Region)

Set your Formats to “English (United Kingdom)” on the Formats tab and Home
location to “Hong Kong SAR” on the Location tab.

3 Region =

Format:

[English (United Kingdom) v

Language preferences
Date and time formats

Short date: ‘dd:’MMfyyyy v|
Long date: | dd MMM yyyy v
Short time: ‘HH:mm v|
Long time: ‘HH:mm:;s v|
First day of week: ‘ Monday W |
Examnples

Short date: 16/05/2014

Long date: 16 May 2014

Short time: 11:07

Long time: 11:07:36

| Additional settings... |

B e x|

| Fon'natsl Location | Administrative |

Some software, including Windows, may provide you with additional content
fora particular location, Some services provide local information such as news
and weather,

Home location:

Heng Kong SAR )

Cancel Apply

Set your Language for non-Unicode programs to “Chinese (Traditional, Hong Kong
SAR)” on the Administrative tab.

Note: @ New installation @ Re-installation
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13.

14.

15.

16.

17.

4 Region -

Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts,

% Copy settings...

Language for non-Unicode programs
This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode,
Current language for non-Unicode programs:

Chinese (Traditional, Hong Kong SAR)

| ¥ Change system locale... |

Must apply Windows Update regularly and apply Windows Server hardening (Please
refer to Appendix 7 for details)

Keep Internet Explorer 11 or, if necessary, install a later version.

When you are prompted for installing Microsoft Internet Information Server, uncheck the
check box and do not install the Microsoft Internet Information Server.

Disable the following unnecessary services, if any:

Distributed File System

Print Spooler (if no print queue is to be installed in the server)
SMTP
License Logging Service

Other configurations

1.

Anti-virus software

Install the anti-virus software immediately after the installation of Windows Server
2012 R2

Backup software
Install backup software into the server with proper settings that can communicate with
the backup device.

Print queue
Set up a print queue for printers controlled by the server if any.

UPS

If UPS is to be installed for supporting the WebSAMS server, it should be compatible
with Microsoft Windows Server 2012 R2 and be properly configured.

Note: @ New installation @ Re-installation
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7. WebSAMS Application Installation in WebSAMS Server
INIR

The following steps should be taken in sequence:

Network Configuration

“SAP Crystal Server 2013” installation

“Sybase SQL Anywhere 16 (64-bit)” installation
“WebSAMS Version 3.0 installation

el

7.1 Health Check (Obsoleted)

7.2 Migration of Data from WebSAMS 2.0 to 3.0 (Obsoleted)

7.3 Network Configuration for WebSAMS Server and Workstation
(NIR)

7.3.1 Basic Network Setting

1. Disable the DHCP client service.

2. Assign the IP address of the WebSAMS server and the DNS server address to the network
interface card that is used for connecting the WebSAMS server to the network switch in
the WebSAMS segment.

3. Assign computer name for the server.
Path: Start-> Control Panel -> System -> Change Settings -> ‘Change...” in Computer
Name tab

Note: @ New installation @ Re-installation
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System Properties 2

[ L Windows uses the following information te identify your computer
=50 onthe network.

Computer description: |

For example; "1S Production Server” or
"Accounting Server”.

Computer Name/Domain Changes -

You can change the name and the membership of this

computer. Changes might affect access to network resources.

Computer name:
[ |

Full computer name:

Member of
) Domain:

(®) Workgroup:
WEBSAMSGROUP |

The computer name should be equal to the top level sub-domain name of WebSAMS
fully qualified domain name (FQDN).

e.g.. websams, if the FQDN is websams.abc.edu.hk

e.g.. sams, if the FQDN is sams.abc.edu.hk

7.3.2 Configure DNS and DHCP Services in WebSAMS Server

7.3.2.1 Introduction

In WebSAMS segment, a DNS service running on the WebSAMS server is required to provide
domain name resolution for the WebSAMS clients.

In ITEd segment, a DNS service is needed if the ITEd clients surf the web without using proxy.
On the other hand, the proxy can provide the domain name resolution if ITEd clients are
configured to use proxy. If the latter is the case, the host table of the proxy should be modified
instead of setting up a DNS service in ITEd segment.

The following table summarizes what need to be done under different situations:

WebSAMS segment ITEd segment
Client PCs surf the Web | Configure DNS service in | Update host table in proxy
through proxy server with | WebSAMS server server.
domain name resolution

Note: @ New installation @ Re-installation
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Client PCs surf the Web | Configure DNS service in | Configure DNS service in
without a proxy server or | WebSAMS server ITEd domain controller.
proxy  server  without
domain name resolution

On the other hand, the DHCP service should also be provided by the WebSAMS server.
In ITEd segment, the Windows domain controller usually provides the DHCP service.

If a new DNS server has been introduced, the DHCP service should be modified to reflect the
changes. Usually, this could be done by adding the DNS option in DHCP.

Before configuration of the DNS and DHCP services, make sure the Windows components of
these two services have been added.

1. From “Add Roles and Features Wizard”, select “Add Roles and Features”. In “Before You
Begin” select Next, In “Installation Type” select Next, In “Server Selection” select Next.

2 Server Manager [= =

Server Manager * Dashboard @1V Mamge Toos  view e

Add Roles and Features

[ Remove Roles and Features I

i Dashboard WELCOME TO SERVER MANAGER
= Add Servers

B Local Server I Create Server Group

ii All Servers . . i
. 0 Configure this local server ServerManages Pioperbes
{8 DHcP =

& DNS

#§ File and Storage Services b 2 Add roles and features

3 Add other servers to manage

WHAT'S NEW A ~
4 Create a server group

Note: @ New installation @ Re-installation
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2. In Server Roles, Choose “DHCP Server” and “DNS Server”, click “Next”. In “Features”,
click “Next” , In “DHCP Server” and “DNS Server”, click “Next”,

DESTHMATIOM SERVER

Select server roles WS1S W 121

Before You Begin Select one or more roles to install on the selected server,

Installation Typs Roles Description

Server Selection . i . Domain Name System (DNS) Server
L] Active Directory Certificate Services provides name resolution for TCR/IP

[] Active Directory Domain Services netwaorks, DINS Server is easier to
[ Active Di rectory Federation Services manage when it is installed on the
¢ . . . - . . same server as Active Directory

DHCF Sarver [] Active Directory Lightweight Directory Services Dt S fipoar salct e
Active Directory Domain Services
Confirmation [] Application Server role, you can install and configure
DHCP Server DNS Server and Active Directory
Daomain Services to work together.

Features

DMS Server [] Active Directory Rights Management Services

BNS Serves
[ FaxServer
i [®] File and Storage Services (1 of 12 installed)
[ Hyper-v
[[] Network Policy and Access Services
[] Print and Document Services
[] Remate Access
[[] Remote Desktop Services

W

<Previous | [ Net> | [ insal | [ cancel

Note: @ New installation @ Re-installation
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3. In “Server Manager” click “Complete DHCP configuration”

B Server Manager EE |

@) *  Server Manager * Local Server @ | FA Manage  Tools
N

PROPERTIES | /), Post-deployment Configura... | kel
% Dashboard i ForWsiStW 1| @ [Tasks ~]
H c Configuration required for DHCP Server at ~
Compater e Ws1S1W_121 : stalled updates

B& All Servers Workgroup Complete DHCP configuration ows Update
1‘! BHER o Feature installation X e updmes B
em DNS Iy
¥§ File and Storage Services b Windows Firewall Installation succeeded en WS1STW_121, ows Error Reporting

Remote managemen mer Experience Improvement Brl —

Remote Desktop Add Roles and Features hanced Security Configuration

MIC Teaming r zone

Ethernet ER S uct ID

Ethemet 2 s imasigiy i)

Ethemnet 3 Not connected

Ethemet 4 Mot connected

4. In “DHCP Post-Install configuration wizard” click “Commit” and “Close”

The following steps will be performed to complete the configuration of the DHCP Server on the
target computer:

Craate the following security groups for delegation of DHCP Server Administration.

- DHCP Administrators
- DHCP Users

cEr_ea--c-_.-:- | Next> Commit || Cancel

Note: @ New installation @ Re-installation
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7.3.2.2 Setup DNS Service
The configuration involves the following three tasks:
*  Setup a forward lookup zone

*  Add a host record for WebSAMS
*  Configure DNS forwarder

(a) Setup a forward lookup zone for School Domain Name

1. Launch DNS management console. Right Click on the “Forward Lookup Zone” and
choose “New Zone...”.
(Start -> Programs -> Administrative tools -> DNS)
= DNS Manager - | o
File Action View Help |
NP EER EIEEE
£ DNS _
4 5 WSISTW_121 B AddaNewZ
I: @ Global Logs I'oll i Lig
|| Eona.vafc-i.i_uokulrn..inn.é:'

tion abeut one or more contiguous DNS domains,
I+ || Trust Points

b [ Conditional Fol
‘ Refresh

b [l Reverse Lookui T |§ame Systern (DNS) allows a DNS namespace to be divided into zones. Each zone
View |
rone, on the Action menu, click New Zone,

Help

Create a new zone.

Note: @ New installation @ Re-installation
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2. Click “Next”

Welcome to the New Zone
Wizard

This wizard helps you create a new zone for your DNS
SEMVEr,

A zone translates DMS names to related data, such as IP
addresses or network services,

To continue, click Mext.

3. Choose “Primary zone”. Click “Next”.

Zone Type
The DNS server supports various types of zones and storage.,

Select the type of zone you want to create:

O
‘Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of & zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(_):Stub zore
Creates a copy of a zone containing only Mame Server (NS), Start of Autharity
(504), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.

[ |5tore the zone in Active Directory (available only if DNS server i & writeable domain
controller)

<Back [ MNext> || Coned |

Note: @ New installation @ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 26 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

4. Fill in the WebSAMS Domain Name in the text box. Click “Next”.
(e.g. websams.abc.edu.hk)

Zone Name
What iz the name of the new zone?

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example; microsoft. com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server,

Zone name:

websams, abc.edu.hk|

5. Accept the default file name. Click “Next”.

Zone File
You can create a new zone file or use a file copied from another DNS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DMNS server?

i Create a new file with this file name:_?

| websams.abc.edu.hk.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
ZoSystemRoot ¥ \system32'dns on this server, and then dick Mext.

Note: @ New installation @ Re-installation
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6. Select “Do not allow dynamic updates” and click “Next”.

Dynamic Update
You can specfy that this DNS zone accepts secure, nonsecure, or no dynamic

updates.

Diynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

(71 Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

() allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.
.-ﬁ\.,\ This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

(® Do not allow dynamic updates;
Dynamic updates of resource records are not accepted by this zone, You must update
these records manually.

<Back [ MNext> || Coned |

7. Click “Finish.”

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard, You
spedfied the following settings:

Mame:  websams.abc.edu.hk [A_l
Type: Standard Primary
Lookup type: Forward

File name: websams.abc.edu.hk.dns V_i

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

<Back | Finish

Note: @ New installation @ Re-installation
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(b) Add Host record for WebSAMS

1. Right click your new forward lookup zone under “Forward Lookup Zones”, click “New
Host (A)...”.

File Action View Help

e 2EXEG= Bm §8E

:p_,‘ DN Mare Type Data
4 F wsistwa =] (same as parent folder) Start of Authority (504)  [1], wsTsTw_121, hostmas..,
I Global Logs (same as parent folder) Mame Server (MN5) wslsTw_ 127,
4 || Forward Lookup Zones
= websams.abredu bl
I [ Reverse Lookup Update Server Data File
| Trust Points Reload
- | Conditional FDH| New Host (A or AAAR)...
Mew Alias (CNAME)...
Mew Mail BExchanger (MX]...
MNew Demain...
Mew Delegation...
Other New Records...
DMNSSEC »
All Tasks 4
View 3
Delete
Refresh
" Export List..,
B3 L :
ICrea{e a new host resource Peopcties
Lalm _—_

2. Leave the Name blank and fill in the IP address. Click “Add Host”.

Mame (uses parent domain name if blank):

Fully qualified domain name (FODM):
| websams. abe. edu. k.

IP address:
| 10.10. 10, 100

[ ] Create assodated pointer (FTR) record

Note: @ New installation @ Re-installation
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3. The new host is displayed after creation.

Ele  Action Miew Help

e 2B a=Hm § 85

é DS Mame Type Data
4§ wsistwoit &£ (same as parent folder) Start of Authority (S04} [2], ws1sTw_121,, hostmas...
4 [ Forward Lookup Zones g (same as parent folder) Mame Server (N5) wslslw_ 121,
websams ] (same as parent folder) Host (4) 10.15.255,15

2| websams.abc.edu.hk
I || Reverse Lookup Zones
b [0 Trust Points
b [ Conditional Forwarders
I (1] Global Logs

(¢) Configure DNS forwarder

1. Right click your DNS server, click “Properties”.

File Action View Help
«s rEXEB ez Bl § 88

£ DNS Mame Type Data

4 ﬁ W5151W 1 =E Start of Authority (SOA) [1], ws1sw_121, hostmas...
b (2] Glo Configure a DNS Server... Name Server (NS) wslsTw 121,
4[] Fon New Zone... Host (A) 10,15.255.15

b [ Rev e :
b T Scavenge Stale Resource Records

Set Aging/Scavenging for All Zones..,

¢ [ Cor Update Server Data Files
Clear Cache
Launch nslockup

All Tasks

Delete
Refresh
Properties
| Help

<] " [>]

Opens the properties dialog box for the current selection.

Note: @ New installation @ Re-installation
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2. Under the Forwarders tab, add the DNS server IP of ITED network. If the school does
not have a DNS server, add the Internet Service Provider DNS server IP instead.

Debug Logging | Event Logging | Monitoring
Interfaces |  Forwarders |  Advanced |  RootHints

Forwarders are DMS servers that this server can use to resolve DNS
gueries for records that this server cannot resolve,

IF Address

[+#] Use root hints if no forwarders are avaiable

Mote: If conditional forwarders are defined for a given domain, they wil
be used instead of serverdevel forwarders, To create or view conditional
forwarders, navigate to the Conditional Forwarders node in the scope
tree,

ok [ cancel || aoey |[ heb

IP addresses of forwarding servers:

IP Address Server FQDMN Validated
| 10.15.35.31]

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.

Cancel

Note: @ New installation @ Re-installation
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(d) Update host table

For Windows operating system, the host table is located in %SYSTEMROOT %\system32\
drivers\etc\hosts.

Assuming the IP address is 10.10.10.100 and the domain name is websams.abc.edu.hk, use a
text editor to append the following line in the host table:

10.10.10.100 websams.abc.edu.hk

Note: @ New installation @ Re-installation
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7.3.2.3 Set up DHCP Service in WebSAMS Server

1.  Open the DHCP in Server Manager. Make sure the DHCP scope has been set up;
otherwise, create a new scope by right click the IPv4 of server node and then select “New
Scope...” from the popup menu. Input the IP address range that will be automatically
distributed to workstations in WebSAMS segment

2 DHCP [~ | o .

File Action View Help

s 7
¥ DHCP
4 F wslslw_121 Server Options
4 i Py
= Display Statistics..,
=] re additional configuration pararneters that a
"‘—-I| MNew Scope.. n assign to DHCP clients.For exarnple, some
4 [} . 1 options include IP addresses for default
New Multicast Scope... P
s r=), WINS servers, and DMS servers,
Configure Failover..,
= ) ) ct as defaults for all scopes. You can override
IP
b B S R B rver options by defining the cption in Scope
n-:Finnthr rl:::ﬁ‘_

2. The new DNS option is shown after creation.

] DHCP - 8] =x
File Action View Help
= 2 | B | &
[ﬂ_ DHCP Option Name Vendar Value Policy Name
4 g wslslw 121 |i=| D06 DNS Servers Standard 10.15.78.30, 10.15.78.31 Mone
4 g Pl |i=| 015 DNS Domain Name Standard abc.edu.hk Mone
4 [ Scope [10.10.10.0] websam
i} Address Pool : S —— m
" Address Leases Scope Options !
[- 5 Reservations e
- General | Ad ed
., Scope Options L |
= P‘olicie5 Awailable Options | Description | ~
= Ser\..fe.r Options [ 004 Time Server Amay of timg
= P.O|ICIE5 [ 005 Name Servers Aray of nan
> Filters 106 DNS Servers Amay of DN
b i@ IPvE [ 007 Log Servers Amay of MIT
4 | 1] | >
et}

3. Configure other options (if any) similarly, e.g. “Default Router”.

Note: @ New installation @ Re-installation
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7.3.2.4 Fallback Procedures

Please refer to the following steps in case you need to recover the original settings:

Uninstall DNS or DHCP Service
Uncheck Domain Name System (DNS) or Dynamic Host Configuration Protocol (DHCP).

DESTINATIOM SERVER

Remove server fOIes WS1STW_121

Before You Begin To remove one or more installed roles from the selected server, clear their check boxes.

Server Sslection Roles Description

Active Directory Certificate Services
= {AD C5) i= used to create

[] Active Directory Domain Services [Not installed) certification autharities and related
[] Active Directory Federation Services (Not installed role services that allow you to issue
and manage certificates used ina
variety of applications.

e Directory Certificate Services {Not install
Features

[[] Active Directory Lightweight Directory Services (N
[[] Active Directory Rights Management Services (No
Application Server [NoGTT
DHCP Server
DINS Server
[] Fax Server (Mot installed)
[®] File and Storage Sewij\
[ Hyper-V (Not installed)
[] Network Policy and Ac
1 Print and Document Services (Mot installed)

[ Remote Access (Mot installed)

Uncheck the boxes

Note: @ New installation @ Re-installation
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7.3.3 WebSAMS Workstations Login to the ITED Domain
(N

This section provides the general guideline on setting the WebSAMS workstation to login to
ITED domain. For further detail setting on the ITED domain, please refer to official document
of the Windows Domain or technical support from Microsoft.

Please ensure that the Windows versions of WebSAMS workstations can support joining
Windows domain, e.g. Windows 10 or etc.

7.3.3.1 Configuration to be done by Site Engineers or Experienced TSS

TSS may configure ITED domain DNS as DNS forwarder in WebSAMS server, as described in
previous section.

(You should have already done it. It is stated here just for reference.)

Note: @ New installation @ Re-installation
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7.3.3.2 Configuration to be done by the School TSS (Or the Site Engineers)

1. Reboot the WebSAMS workstation to refresh the DHCP settings.
2. Configure the workstation to join the ITED domain the same as you did for ITED
workstations.

The following figure shows an example assuming the domain is QWE.local.
(Path: Right click My Computer -> Properties -> Network Identification -> Properties)

You can change the name and the memberzhip of this
computer, Changes may affect access to network rezources,

Computer narne:
PATRICK

Full computer name:

PATRICK.

i

More. .

tember of
=" Domair;
| WE local

€ wWharkgroup:
p#DHFGHDUF

(] I Cancel

Note: @ New installation @ Re-installation
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7.4  Sybase SQL Anywhere 16 (64-bit) Installation
(N

7.4.1 Install Sybase SQL Anywhere 16 (64-bit)

1. Insert the Sybase SQL Anywhere 16 media disc into the DVD drive.

2. Once the Sybase installation program has been launched, follow the installation wizard and
choose the following:

Setup Language: English
Country or region: Hong Kong

3. Accept the license Agreement and click “Next”. After that, input the Registration key and
click “Next” directly.

4. Fill in User Name and Organization appropriately. For Licensed cores, please input the
number of CPU cores of the WebSAMS Server. Then click “Next”.

% SQL Anywhere 16 - InstallShield Wizard

Server Licensing Information

Please enter the following server license information

User Name:
|

Organization:

Licensed cores:
|4

InstallShield

Next > Cancel

5. Choose Typical for ‘Setup Type’ and click ‘Next’.

6. Uncheck the option “Allow SQL Anywhere 16 to send info...” and click “Install”.

Note: @ New installation @ Re-installation
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7. When the installation completes, uncheck ALL the checkboxes and click ‘Finish’.

InstallShield Wizard Completed

The InstalShield Wizard has successfully installed SOL
Anvwhere 16, Click Finish bo exit the wizard,

View the ReadMe file,

Siews the SOL arvwhere Online Resources, including
online registration and checking For updates.

Start Sybase Central and load the SO Anywhere
sample database,

< Back || Finish | | cancel

Note: ONew installation Q Re-installation
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7.5 SAP Crystal Server 2013 Installation
(N

7.5.1 Install SAP Crystal Server 2013
1 Insert the SAP Crystal Server 2013 media CD into the DVD drive.

2 The Crystal Server installation program will be launched. Follow the installation wizard,
and accept ALL default setting.

3 Fill in the following for user information and license key:
. Product Key: {license key}

4  Continue to follow the installation wizard, and accept ALL default setting.

5  Select “Do not configure a version control system at this time” for the screen “Select
Version Management” and click “Next”.

SAP Crystal Server 2013 SP01 setup | = | = [0

Select ¥ersion Management

Select whather to install the deFaulk version contral system or use an exising system for version
managernent.,

" Corfigure and install Subversion

* Do not configure a wersion control system at this time

6  Continue to follow the installation wizard, and accept ALL default setting and click “Next”.

7  For the screen “Configure CMS Account”, type in the password and cluster key. The
“Administrator Account” will be used to login in the “Central Management Console” in
section “7.7.1 Post Installation Task”.

SAP Crystal Server 2013 SP01 setup | = | = [HISEH

Configure CMS Account

Enter the administrator account password and duster key for the CMS. The duster key is used
to connect multiple CMS servers together.

Administrator Account Information

Password: I xxxxxxxxxx

Confirm Password: I xxxxxxxxxx

Cluster Key Information

CMS Cluster Key: I ==========

Confirm Cluster Key: Ix-xtuxx:xn‘l

Note: @ New installation @ Re-installation
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8  For the screen “Configure Sybase SQL Anywhere”, type in the password. This database
account is only used for the Crystal Server 2013.

SAP Crystal Server 2013 P01 setup | .= | = IS

Configure Sybase SQL Anywhere
Enter the server port and administrator password for the Sybase SQL Anywhere database.

SQL Anywhere Server Information

Sybase SQL Anywhere Port:  |2638

SQL Anywhere Administrator Account

“dba" Account Password: | ExEEEERERE

Confirm Password: | TxExxTTERE

9  Again, accept ALL default setting and click “Next”. The installation will last for about 30
minutes. After the installation, click “Finish”.

10  Finally, perform the following checking:

(N

After the installation of database and report server, you can perform the following steps
to make sure the related path in the environment variables are being correctly set.

e Select the system variable “Path” by clicking “Start > Control Panel > System >
Advanced system settings > Environment Variables” and click “Edit”

System variables
Variable Value A
NUMBER_OF P... 8
oS Windows_NT

C:\Windows \system32;C: \Windows;C:\...
PATHEXT .COM; .EXE;.BAT;.CMD;.VBS;.VBE;.JS;.... '

| New.. || Edt. || Deete |

e Make sure the path of Sybase 16 comes first. The follow is an example:

%SystemRoot%\system32;%SystemRoot%;%SystemRoot%\System32\Wbem
;%SYSTEMROOT%\System32\WindowsPowerShell\v1.0\;

;C:\Program Files (x86)\SAP
BusinessObjects\sglanywhere\bin64;C:\Program Files (x86)\SAP
BusinessObjects\sglanywhere\bin32

Please ensure the green part is placed before the blue part.

Note: @ New installation @ Re-installation
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7.6 Data Conversion (Obsoleted)

7.7 WebSAMS 3.0 Application Installation
(N

The installation wizard will guide you through the installation of WebSAMS 3.0 application. It
will install the following programs into WebSAMS server:

Programs Path
Zulu Java 11 D:\Java\zulu11.2.3-jdk11.0.1\
Dyna font C:\Windows\Fonts\mingliu.ttc,
the original one is renamed to
mingliu.ttc.bak
Barcode font C:\Windows\Fonts\FRE3OF9X.TTF
Wildfly 15.0.0 D:\WebSAMS3.0\wildfly-15.0.0.Final\
Apache 2.4.39 D:\WebSAMS3.0\Apache\
School data, report templates and | E:\Data\
keystores

7.7.1 Install WebSAMS 3.0 Application

1. Execute the WebSAMS 3.0 installation wizard.
Path: System Installation DVD for WebSAMS 3.0:Basic Installer\autorun.vbs

2. Click “Next” on the welcome screen.

‘Web
P

VLD @ ERE RS

WebSAMS Server
Installation Kit

Mext > | Cancel

Note: @ New installation @ Re-installation
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3.

4.

Fill in the 4-digit unique SUID and the WebSAMS Server IP.

School Unique ID: {SUID} e.g. 1234
WebSAMS Server IP:  {WebSAMS server IP} e.g. 12.34.56.78

Input your school information \

Your schoaol information

School Unique 10: |1 234

WebSAMS Server . |123456 78

InstallShield

< Back | MNext > I Cancel

Fill in the ITEd network number and the subnet mask.

Input your ITEd network information \

ITEd network number and subnet mask

ITEd network. number:

Subnet mask; 206.266.265.0

InztallShield

< Back | VE S I Cancel

Note: @ New installation @ Re-installation
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e.g.
ITEd network number: 12.34.56.0
Subnet mask: 255.255.255.0

Input your ITEd network information

ITEd network number and subnet mask

ITEd netwark number: |12-34.55.|]

| 255.255.255.0

Subnet maszk:

InstallShield

< Back | hewt = I

Canhizel

5. Input your data source path.

Database Path

Input vour D atabase Path

Source Folder
’7 E:\hew_wsdatah1234%database

Browse...

InstallShield

Mewt »

Cancel |

@ New installation

Note:

@ Re-installation
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Scenario: Installing new WebSAMS

m> Click “Browse ...” to locate the source folder.
Path: WebSAMS Database and Digital Certificate CD:\<SUID>\database

Note: The source folder should contain the following files:

websams_ {school id}.db
websams_db1.dbRR
websams_db2.dbRR
...to ...
websams_db8.dbRR

6. Input your CDS path and press “Next”.

CDS5 Data -

Input your CDS Path

Source Faolder

E-new_wsdata\CDSKit

< Back et = | Cancel |

Scenario: Installing new WebSAMS

o > Click “Browse ...”to locate the CDS folder.
Path: WebSAMS Database and Digital Certificate CD:\CDSKit

Note: @ New installation @ Re-installation
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7. Input your digital certificate and key path. Press “Next” to proceed.

School Digital Certificate and Key

Input vour F.ey Path

Source Folder
{ E:new wedatahSchoolCert
InstallShield

Mest > | Cancel |

Scenario: Installing new WebSAMS

Click “Browse ...” to locate the folder that contains the digital certificate
[N > and key.

Path: WebSAMS Database and Digital Certificate CD:\SchoolCert

Note: @ New installation @ Re-installation
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8. Select your setup type and click “Next”.

Setup Type \-‘

Select the Setup Type to install

1 Server 1 WebSaMS Frogram will be installed for 1 Server 1 'wWebSaMS

| fiztallShield

< Back Mext = I Cancel

9. The summary of information will be shown. Click “Next” to continue the installation.

Confirm information 1

Click. nest to start copying

Current Settings:

Schoal ID: 1234 -
"webSamS Server IP address: 12.34.56.78

ITEd netwark, number; 12.34.58.0

ITEd subnet mask: 255,255 255.0

Source of Data: E:\new_wsdata'1234'databasze

Souwrce of CDS data: E:new_wsdata\CDSKit

Source of School Key: E:\new_wsdatahSchoolCert

Setup Type: 1 Server 1 WebSAMS /1 Server 2 WebSAMS - Ak

< >

| mstallS hield

< Back | Memt » I Cancel

Note: @ New installation @ Re-installation
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10. The installation wizard will perform some configuration and file copying tasks. This could
take a few minutes.

Setup Status

WebSAMS Setup iz perfarmiing the requested operations.

EADatasDoc UMAT TLAD oo 27e - AU Timetabling(T TL) pdf

6526

InztallShield

11. Once all installations are completed, you should find the following screen. Press “Finish”
to exit.

InstallShield Wizard Complete

Setup has finished installing 'Web5SAMS on vour computer.

<Back | Finizh I Cancel

Note: @ New installation @ Re-installation
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Post Installation Tasks

1. Configure the SAP Crystal Server 2013

1) Open Internet Explorer and go to “http://127.0.0.1:8080/BOE/CMC/”
Path: Starts > Internet Explorer

L8 () [ hitp/127.0.0.1:8080/BOE/CHC/ O ~ & || [ Central Mansgerment Cors % |

~
SAP BusinessObjects
Central Management Console
Enter your user information, and click "Log On".
If you are unsure of your account information, contact your system
administrator.
System: mﬂwo
User Name: | |
Password: | |
tion: | Enterprs ¥
ks v

2) Log in the Central Management Console with ‘administrator’ account which has
setup during installation before. Click “Close” to skip the welcome screen.

Note: @ New installation @ Re-installation
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3) Select ‘Servers’ in the drop down list of top left corner. Click on ‘Crystal
Reports Services’ under the ‘Service Categories’ on the left. Right click on the
server name ends with ‘CrystalReports2013ReportApplicationServer’ and

select ‘Properties’.

Central Management Console

[ [ BB Crystal Reports Services

(= 5! Data Federation Services

B ifecycke Management Services

B8 Web Inteligence Services

5! Dashboards Services

Servers ﬂ Welcome: Administrator | Preferences |
| Manage - Actions - Find Tle =
a
B B3 %h o0 » B » | E 5 ~
] R T— Server Name State Enabled Stale  iGnd
= e 8 AR AdaptivelobServer  Running @ Disabled Job Server
= E Server Groups List m
[ - a5 8 E.C rts2013ProcessingServer ® Running @ Disabled Crystal Reports F
Server Groups AR P S —
| B rystalReports2013ReportApplicationServer o 1 RepurtAplecah
IES ancs 1wy .CrystalReportsCacheServer Crystal Reports ¢
? % service Categories 5 @ crystalReportsPracessingServer S S Crystal Reports F
& Connectiviy Services RemaiServen
Stop 5
2l % Core Services o

Force Termination
Enable Server
Disable Server
Metrics

Placeholders

4) Append ° -ipport 1566 -reportdirectory E:\Data’ in ‘Command Line
Parameters’ part. Please note that the first character before “-ipport” is an empty
space and no double quote is needed for the report template home path E:\Data.

Properties: 1§ .CrystalReports2013ReportApplicationServer ? Ox
Hide Navigation
Server Name: w.crystaIRepumZDIERepumup\lcauunSer\rer A~
Translations =
ID, CUD: jouae, o an
User Security l
Metrics Node: ¢ ! )
Description:
Placeholders pl Crystal Reports 2013 Report Application Server
Existing Server Group
Command Line Parameters
-loggingPath "C:/Program Files (x86)/SAP BusinessObjects/SAP BusinessObjects
2 EER A ERTILYTTM -ipport 1566 -reportdirectory E:\Datd
-fg -restart -name Wsia¥. CrystalReports2013ReportapplicationServer -pidfile "C:/Program
Files (x86)/SAP BusinessObjects/SAP BusinessObjects Enterprise XI
4.DfserverpldEWWEGIReporrsZDlBReportApphcatlonServer.pld"—nsm
. ]

Note: @ New installation @ Re-installation
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5) Scroll to end of the page and change the value of ‘Number of database records
to read when previewing or refreshing a report’ in ‘Crystal Reports 2013
Viewing and Modification Service’ part to -1. Click ‘Save & Close’.

Properties: #8834 CrystalReports2013ReportA pplicationServer ? Ox

Hide Mavigation
Windows SSFI Configuration

Translations ‘Smgle Sign-On BExpiry (seconds): 86400
User Security
Metrics

[[] Restore System Defaults

[[] Set Configuration Template
Placeholders

Existing Server Group Tracelog Service

[] Use Configuration Template
Log level: Unspedified v

[] Restore System Defaults
[] Set Configuration Template

Crystal Reports 2013 Viewing and Modification Service

[] Use Configuration Template

Number of database records to read when previewing or | x
refreshing a report (-1 for unlimited):

Batch Size (records): 100

Browse Data Size (records): 100

[] Allow Report Jobs to Stay Connected to the
Database until the Report Job is Closed

Idle Connection Timeout {minutes): 30
Maximum Concurrent Report Jobs (0 for unlimited): 75
Oldest on-demand data given to a dient (minutes): 20
Temporary Directory: %DefaultDataDir%/CrystalReportsR,

[] Restore System Defaults
[] Set Configuration Template

< > Save| Save & Close| Cancel| ¥

6) Select ‘Users and Groups’ in the drop down list of top left corner. Click on ‘User
List’ on the left. Right click on the user ‘Guest’ and select ‘Properties’.

Central Management Console m
Users and Groups Welcome: Administrator | Preferences | Help ~ | Log Off
= Manage * Adtions ¥ Find Tile ~ ]
-
S & W o4t |oft b
O tame= Full Name Type Description Date Modified Tenant
& Administrator User Administrator account  May 20, 2014 2:01 PM
& SMAdmin Eropeites User Solution Manager Admini; May 20, 2014 11:24 AM
§ EE Administrators .
= Join Group
© & Cryptographic Officers
L Member OF

Data Federation Administratc Profile Values

£ Everyone
L CMC Tab Configuration
i i Monkoring Users

T Account Manager
: FtiReport Conversion Tool Usen
- S—— LR
al ** 88 Universe Designer Users New 2
7 Translations
Tools >

e —

Note: @ New installation @ Re-installation
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7) Scroll to end of the page and uncheck the ‘Account is disabled’ checkbox under
‘Attribute Binding’ part. Click ‘Save & Close’.

Properties: Guest 7 Ox
Hide Navigation _
P d: P d ~
Translations assword: assword never expires
User Security Confirm: User must change password at next logon

Member Of

User cannot change password
Profile Values 2l

Account Manager
Database Credentials

[[] Enable

Account Name:
Password:

Confirm:

‘Connection Type

(®) Concurrent User

Named User

Attribute Binding

Import Full Name, Email Address and other attributes

[] Accountis disabled
Alias: Authentication Type: Enabled: Assign Alias...| New Alias...

secEnterprise: Guest Enterprise

Save| Save & Close| Cancel| ¥

8) Select ‘Auditing’ in the drop down list of top left corner. Set cursor to ‘Off’ under
‘Set Event’. Click ‘Save’.

Central Management Console m
Auditing [v] Welcome: Administrator | Preferences | Hdp ~ | Log Off
Status Summary A
%

£ warning: Client auditing is unavailable.

= {Awarning: Auditing data may remain in server buffers.
'WS3_UAT.EventServer, WS3_UAT.AdaptivelobServer, WS3_UAT.DashboardsCacheServer

ADS Last Updated On 5/2/18 12:12:31 PM CST CMS Auditor WS3_UAT.CentralManagementServer
Auditing Thread Utilization (%) o ADS Database Connection Name BI4_Audit_DSN
Last Polling Cycla Duration (Seconds) 180 ADS Database User Name dba
‘Set Events Set Event Details
| | | | | [ Query
off Minimal Defalt Complete Custom [ user Group Details
[ Folder Path Details
mmon Events
P [] Rights Details
Refresh [] Property Value Details
Prompt
- Create Configuration
= Delete ADS Database
% Hody, Connection Name BI4_Audit_DSN
) save
) search Type SQL Anywhere v
9 Edit
i User Name dba
Deliver
& Password
Retrieve
= Logon Delste Events Older Than (Days) 36500
E Logout
el Trigger ADS Auto Reconnect

Platform Events
Auditing Modification
Custom Access Level Modified
[} Rights Maodification
Lifecycle management Events
) LCM Configuration
Rollback
i VMS Add
'VMS Checkin
VMS Checkout

estore Defaults| V'

9) Click ‘Log Off’ on the top right corner to log off the console.

Note: @ New installation @ Re-installation
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10)

11)

12)

Central Management Console m

CMC Home ﬂ Welcome: Administrator | Preferences | Help *

=
- Organize Define Manage

Open the following file by Notepad
C:\Program Files (x86)\SAP BusinessObjects\tomcat\conf\server.xml

Search for the line with keywords Connector port="8009

3l server - Notepad =|a] x
e Edit Format View Help
<!-- A "Service" is a collection of one or more "Connectors” that share a single "Container” Note: A "Service" is not itself a "Container”, o
so you may not define subcomponents such as "Valves" at this level. Documentation at /docs/config/service.html -->
<Service name="Catalina”>
<l--The connectors can use a shared executor, you can define one or more named thread pools-
1 <Executor name="tomcatThreadPool" namePrefix="catalina-exec-" maxThreads="158" minSpareThreads="4"/> &
<l-- A "Connector” represents an endpoint by which requests are received and responses are returned. Documentation at : Java HTTP
Connector: s i . ing) Java AJP Connector: /docs/config/ajp.html APR (HTTP/AIP) Connector:
/docs/apr. Find r on port 8680  -->
<Conne| Timeout="20008" redirectPort="8443" compression="on" URIEncoding="UTF-8"
compressiof| Fodwhat:  |Comnector por="8009" [Pt | By, traviata”
compressab) — [ G | fcss, text/Javascripe, text/Json, application/json”/>
<l-- A ol
- [ Match case St port="8088" protocol="HTTP/1.1" connectionTimeout="26000"
redirectPol
<!-- Define a SSL HTTP/1.1 Connector on port 8443 This connector uses the JSSE configuration, when using APR, the connector should
be using the OpenSSL style configuration described in the APR documentation -->
<l-- <Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true" maxThreads="158" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" /> -->
<!-- Define an AJP 1.3 Connector on port $0@9 -->
<l-- ¥ protocol="AJP/1.3" redirectPort="8443" URIEncoding="UTF-8" enablelookups="false"/> -->
<l-- An Engine represents the entry point (within Catalina) that processes every request. The Engine implementation for Tomcat stand
alone analyzes the HTTP headers included with the request, and passes them on to the appropriate Host (virtual host).
Documentation at /docs/config/engine.html -->
<!-- You should set jvmRoute to support load-balancing via AJP ie : <Engine name="(Catalina" defaultHost="localhost" jvmRoute="jvml"> =

Check if the line is enclosed by the tags <!-- --> as shown below.

efine an AJP 1.3 Connector on port 8089 -->
<Connector port="8@09" protocol="AJP/1.3" redirectPort="8443" URIEncoding="UTF-8" enablelookups="false"/>

If not, add the tags, then save the file and close Notepad.

13) Reboot the server so that the change can take effect.

Note: @ New installation @ Re-installation
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7.8 First Time to Start WebSAMS Application
o

1. After the WebSAMS installation, you should find a folder created on the desktop named
“WebSAMS™:

Web5SAMS

2. Open the WebSAMS folder, you should find the shortcuts as shown below.
To start WebSAMS application, you need to execute the following shortcuts in sequence:

1. Start Apache
2. Start Database
3. Start Wildfly

W= WebSAMS MEIES
“ Home Share View ﬁ

T | » Websams v ¢ | searchw.. 2 |
o
 Eaon i Name Date modified
{ Favorntes
[}-}. 1. Start Apache
Ml This PC =| [&l 2 start Database

i Desktop [ 3. Start Wildfly

| Documents [Ef; Adhoc Database Backup

& Downloads [‘pj' Backup Log

J Music [# Compile JSP

=| Pictures

3. Execute the “1. Start Apache” shortcut to start the apache.

N 1. Start Apache

Note: @ New installation @ Re-installation
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4. Execute the “2. Start Database” shortcut to start the database.

. websams._8886147 - SQL Anywhere Network Serverl;‘i“

consists of 3 disk fragments -~
Opening dbspace 'TBE in file ‘websams_db8.dbRR for database ‘websams'
Transaction log; websams_8886.log
Transaction log mimor: websams_8886.mlg
Starting checkpoirt of “websams” {websams_8886 db) at Fri May 16 2014 18:24
Finished checkpoint of "websams” {websams_8886.db) at Fi May 16 2014 1824
Database "websams" (websams_B886.db) started at Fi May 16 2014 18:24
Database server started at Fri May 16 2014 18:24
Trying to start SharedMemory link ...

SharedMemory link started successfully
Trying to start TCPIF link ...
Starting on port 3268

TCPIP link started successfully
Mow accepting requests

Developer Edition | Shut down

When the database completely loaded, the window will be automatically minimized as an
icon on the taskbar as follow:

14:57
H OBNG ot

5. Execute “3. Start Wildfly” to start the WebSAMS application. The initialization of Wildfly
could take a few minutes, depending on the performance of your server. When the Wildfly
is ready, a message ¢ **** WebSAMS started on ....... *#%% 2 will be shown, like the
following:

= 3. Start Wildfly [- [o

ejh:UehSAME AWebSAME _ jar-ArealessionBeantuwebzams . ejb.eb_hke .Area
Java:global-sWebhSAMS ~WebhSAME . jar-AreaSessionBean
Java:app-/llebSAMS | jar/AreaSessionBean
Java:modulesAreaSessionBean

14:54:87,.787 INFO [org.jboss.as.connector.deplovers.jdbc]l (MSC service thread 1
4> WFLYJCABBAS : Deploying non—JDBC—compliant driver class com.sybase.jdbc4.jdhc

-SybhDriver (version 7.8>

14:54:87,75%4 INFO [org.jboss.weld.Uersion] (MS5C service thread 1-4> WELD-BBH?88
3.8.5 (Final>

14:54:87,.785 INFO [org.jboss.as.connector.deployers.jdbcl]l (MEC service thread 1
6> WFLYJCABBA18: Started Driver service with driver-name = WebSAMS .ear_com.sybas

e . jdbc4. jdbc .SybhDriver_7_8

14:54:108,629 INF0 [org.jboss.as.jpal (ServerService Thread Pool —— 88> WFLYJPAB

F1@: Starting Persistence Unit <phase 2 of 2> Service ’'WebSAMS . ear-slebSAMS . jardu

ehsams’

14:54:108,738 INFO [org.hibernate.dialect.Dialect] (ServerService Thread PFool ——
88> HHHBBB488: Using dialect: org.hibernate.dialect.SybasefAnyvhereDialect

14:54:108,.8808 INF0O [org.hibernate.envers._hoot.internal.EnversServicelmpl] (Serve

rService Thread Pool —— 88) Envers integration enabled? : true

14:54:108,988 INF0 I[stdout] (ServerService Thread Pool — 88> UebSAMS Logging: [

INFO.wehsams 1

[14:54:11.884 INFO [stdout] (ServerService Thread Pool —— 88> UehSAMS Logging: [

INFO.wehsams 1 *xxxx WUebhSAMS stated on Thu Nou B7 14:54:11 CST 28197 e

Note: @ New installation @ Re-installation
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If Internet Explorer is the default browser of your WebSAMS server, add the following IP

addresses of the sites into the “Trusted Sites” in the Internet Explorer:
- [P address of your WebSAMS server, e.g. http://10.1.1.100
- The link of the WebSAMS Central Repository, i.e. https://cdr.websams.edb.gov.hk/

Path: Internet Explorer: Tools -> Internet Options -> Security ->Trusted sites -> Sites.

)| & resy/fiesetup.dil/HardAdmin.htm

P~ GH @ Internet Explorer Enhanced .. % | |

Internet Explorer Enhar
Internet Explorer Enhanced Secy
define how users browse Interng
pose a security risk. For a compl|
Configuration.

This enhanced level of security d

14 X

| General | Security \Privacy | Content I Connections | Programs I Advanced |

Internet Options

Select a zone to view or change security settings.

umber of security settings that
our server to Web sites that might

Explorer Enhanced Security

strict access to network resources,

such as files on Universal Namin 3 & r 4 = Internet Explorer functionality that
has he_en disabled, you can add = 2 4 5. For more information, see
Manaaing Internet Explorer Enna .
bonading 122 st Soplever SrPs Internet  Localintranet Trusted sites  Restricted
sites
Trusted sites e
_ﬁg This zone contains websites that you :
v trust not to damage your computer or E L .
your files, ngted sites
You have websites in this zone,
Security level for this zone 4" You can add and remave websites from this zone. All websites in
Alowed levels for ti Al ;@/ this zone will use the zone's security settings.
lowed levels for this zone:
Medium
- Prompts before downloading potff. Add this website to the zone:
content 2
Ea - Unsigned ActiveX controls will n | hitp://10.1.1.10) | ‘ Add
‘Websites:
["1Enable Pratected Mode {requires restart htip: /= update.microsoft.com |~ Remove
Costom el http: //* windowsupdate.com | i
http: /= windowsupdate.microsoft.com
Rt http://10.15.35.71 -
PR PO e e e
[_IRequire server verification {https:) for all sites in this zone
O Cose

7. Now, open a browser in the WebSAMS server and access the WebSAMS login page. A
page similar to the following should be shown
URL: http://<your websams domain_name>/
B4 TR A7 0 R S B
School Administration G
Management Systent,
( Mgﬁq m’ o
\ AN
! _\f
o |
He”
(*’w b UserID ]
\ = ‘ J Password : Logiy
O ALeERR
Note: You should make sure an entry for mapping your WebSAMS IP and WebSAMS

domain name has been added in the hosts file.
Path: C:\WINDOWS\system32\drivers\etc\hosts

Please see “Update Host Table” in the Section of “Setup DNS Service” under
“Network Configuration for WebSAMS Server” for details.
@ Re-installation

Note: @ New installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 55 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

8. Loginas “sysadmin”

9. Define the IP range of ITEd PCs by clicking the “Add” button on the “IP Configuration”
page.

Path: Left pane > Security > Configuration > IPConfig

» Code Management
w Security [S-SEC06-01] Security > Configuration > IP Address Configuration

» Access Control

. Configuration To allow certain workstations in the [TED LAN Segment to access to WebSAMS, please enter the IP addresses {usually
virtual IP address) of these workstations into the table below.

T W

System Custom - - - - — = ———
- Remene

Security Check
» E-Mail *Click on the link of IP Address Group Mame for maintaining |P address

System Config

10. Give a Group Name for your reference, e.g. “ITEd PCs”.
Fill in the IP Address Range for ITED network, egg. “10.10.10.1 to 10.10.10.254”
Fill in the excluding range (if any).
Click “Save”.

L8 ELEL T A [S-SEC06-02] Security > Configuration > IP Address Configuration ~

Timetabling Create IP Address Group
Citl Manageme IP Address Group Name ITEd P

' Security
IP Address Range
me|1n,1n,1n,1 |To‘ID,ID,ID,254 |
Ex ing the following IP add Range:
Frnm| |To‘

* Example of IP address: 192,12.253.1 , 10.16.45.200

11. Logout

12. Perform a major upgrade manually if a more recent major upgrade for WebSAMS 3.0 can
be found.

https://cdr.websams.edb.gov.hk/R A T4/

Note: D New installation Q Re-installation
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Veb - o B ﬂ A AEFRIRAGTE SAEH ISR HMEE  BMERMD
Sihus armesmnns : et
MLLERM WebSAMS Central Document Repository Q
hRAsFHAR
FE > ATk

B ERERES H ERERREINRG
(WebSAMS) (WebSAMS Training
Instance)

v LS RS T
(sTT)

BEREH T

13. Select the corresponding build version to upgrade and synchronized the build version.

gg'a S HEREAGENE B EEAE AAEEREAMTE  SEEN SR R0SE  BSRM
AJSAMS & EY

BERR WebSAMS Central Document Repository

MR ERBRRATHE
EE> RATHE > B LR ERS

PIREREREARTEOEENAGE - FIIZEE « FISEE « hEERARERESENE -
ETHERA  S2IRERTERR AR RARR R A R » R LR E R TR A MRS TR ©

AEEE
BREELRERFEESIE  URTASERESARMATNERZE » SRENEESETIRATHR o
SRAGEERTEEREERR » LRGFERGFHARE

BTHHA FHRERE SELES hassiEA FHRERs
—————
28.012021 3.0.0.26112020 3.0.0.28012021 CEE=ErT )
—————
> EIEE T HLEIFHARRRA

Note: ONew installation Q Re-installation
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7.9 WebSAMS Training Instance Installation (Optional)
o

The Training Instance is an add-on program to the WebSAMS application. The WebSAMS
production instance must be installed prior to the installation of training instance.

1. Launch the training instance installation wizard.
Path: System Installation DVD: Training Installer/autorun.vbs

Welcome to WebSAMS training instance installer

The InzstallShieldR “wizard will inztal 'WebSAMS Training
Ihstance on your computer. To continue, click Mest,

Cancel

2. Click “Browse” and select the path for the Training Database (Please consult school for
choosing appropriate database. For those through-train schools that have both primary and
secondary school level, the school should be informed that only primary or secondary level
of training database can be selected.)

Path: System Installation DVD: Training Installer/Training DB/...

Please choose the installation folder. El
| Path: a2
Eriter the p4-
i |F:'II |
Directories:
4 |, Training Installer L~
) Interm
. Release 1
4 |, Training DB
. 1_Primary (FMP Apr-Mar)
. 2_Primary (FMP Sept-Aug)
~Saice Tl |\ 3_Secondary (FMP Apr-Mar) - =
4 Secondarv (FMP Sept-Auagl
Fot Dwze, .. !
ok || cancel |
Cancel ]

Note: @ New installation @ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 58 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

3. Click “Yes” to confirm the database path and let the installation wizard to proceed.

“'ou are going to inzstall the database from the following folder
zpecification:

G4 Training IngtallertsTraining DBYZ_Primary [FMP
Sept-Aug)

Are you sure’?
o

4.  When the installation is completed the screen below will be shown:

InztallShield Wizard Complete

Setup has finizhed installing WebSAMS Training Instance on
your computer.

Note: The installer installs the following programs into WebSAMS server:

e  WebSAMS training application directory
Path: D:\WebSAMS T

e  WebSAMS training school data and report templates
Path: E:\Data\9999\

e  WebSAMS training school original data set
Path: E:\Data\training

5. Re-start the server.

6. Steps to start the training instance and login:

After the installation, you should find a folder on the desktop named “WebSAMS T :

WebSAMS T

Note: @ New installation @ Re-installation
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Open the “WebSAMS_T” folder, you should find the shortcuts as shown below.
To start WebSAMS Training Instance, you need to execute the shortcuts in sequence:

1. Start Apache t

2. Start Database t

3. Start Wildfly t
After Wildfly is started, open a browser and access the WebSAMS login page.
URL: http://<your_websams_domain_name>:7010/

7. Other tools which are helpful to the operation of WebSAMS training environment.

User can perform database restore or backup tasks for training database by the three
script files as follows:

1. Restore to original.bat  — to reset or restore the training database to the
original image

2. Backup snapshot.bat — to backup a training database snapshot

3. Restore _snapshot.bat — to restore the training database snapshot

Path: Desktop/ WebSAMS_T/tools/

Note: @ New installation @ Re-installation
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7.10 Schedule Jobs
[N

7.10.1 Window Scheduler Jobs

Upon completion of the WebSAMS installation program, there would be a number of batch
scripts in “D:\WebSAMS3.0\batch\”.

Window Scheduler would be used to schedule:
e “pre_backup.bat” to be run at 0000 everyday, and
*  “post backup.bat” to be run at 0400 everyday

The following shows how to use Windows Scheduler to schedule the task “pre backup.bat”.
Similarly, “post_backup.bat” can be done in the similar way.

1. Launch the “Task Scheduler” by “Start -> Administrative Tools -> Task Scheduler”.
2. Click ‘Create Task...’ in the Action Menu.

3. Type aname in ‘General’ tab for this task: WebSAMS pre-backup and select the option of
“Run only when user is logged on”.

(1) Create Task -

General |Triggers I Actions ! Conditions I Settings |

Marne: |WebSAMS pre-backup| |

Location: Y

Author WS- 14 M Administrator

Description:

Security options

When running the task, use the following user account:

Change User or Group..,

® Run onlywhen user is logged on

) Run whether useris logged on or not

Do not store password, The task will only have access to local computer resources,

[] Run with highest privileges

[[] Hidden Configure far | Windows Vista™, Windows Server™ 2003 vl

OK | | Cancel |

Note: @ New installation @ Re-installation
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4. Click ‘New...” button in ‘Triggers’ tab. In Settings, select ‘Daily’ and set start date time

to ‘(tomorrow) 00:00:00°, then click ‘OK’ button.

New Trigger -

Y

Begin the task: |Or1 a schedule
Settings

@ Onetime | Start [07/11/2019 [~ | oo:0n:00

~ ‘D -
+| [] Synchronize across time zones

) Weekly
) Monthly

Advanced settings

[] Delay task for up to (random delay): 1 hour
[] Repeattask every: |1 hour

| day
["] Stop task if it runs longer than: 3 days
[] Expire jo7/11/2020 B~ | [15:51:19 o
[] Enabled
| QK | | Cancel |

Click ‘New...’ button in ‘Actions’ tab and click Browse button to choose the location
of the script file (i.e. “D:\WebSAMS3.0\batch\pre_backup.bat”). And then cut the
path “D:\WebSAMS3.0\batch\” from the “Program/script” field and paste it to the
“Start in (optional)” field. And click ‘OK’ button.

MNew Action -

You must specify what action this task will perform.

Action: |Start a program

Settings

Program/script:

Wre_backup.bat

|I| Browse... |

Add arguments (optional):
Start in (optional): Oy WebSAMS3.0hbatcht,

oK | | Cancel

Note: @ New installation @ Re-installation
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6. Click OK button.

General | Triggers [} Acki

When you create a task, you must specify the action thatwill occurwhen your task starts,

Action Details
Start a program D eb SAMS3. Mhbatchipre_backup.bat

| | Delete

| | Cancel

Note: @ New installation @ Re-installation
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7.10.2 Backup Job

It is recommended to make a full backup of the whole WebSAMS server for backup job.

Daily backup should be performed from Monday to Sunday. Weekly backup should be run every
Sunday and finally a monthly backup has to be run every 1% day of the month.

Retention periods for the backup images are subject to the requirement of a school. A suggested
retention plan is list for reference as follows:

Type of backup image Retention Period
Daily 1 month
Weekly 3 months
Monthly 3 years

The following shows an example of how to schedule the backup jobs using the software of
“Symantec Backup Exec System Recovery”.

The configuration of “Symantec Backup Exec System Recovery” consists of 4 tasks. They are
Set up share folder in NAS,

Set up Daily backup job,

Set up Weekly backup job, and

Set up Monthly backup job

Set up share folder in the NAS device
(The method to configure a shared folder shown below may vary from your machine. Please
consult the user manual or your vendors for more details on sharing a folder specific to your

machine).

1.  Open Internet Explorer in WebSAMS Server and connect to the configuration website of
the NAS. (e.g. http://192.168.1.1)

« Login

a Please Provide your User Mame and Password

Log=

2.  Log in the site

Note: @ New installation @ Re-installation
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3. Click “Basic” in left hand menu, in Date and Time setup, click “Use Local Time” and then

click “Apply”

a Date and Time Setup

Date

Time

Time Zone

a NTP Settings

MTP Server

MTP Server Address

MTP Synchronization Freguency

a Text Display Settings

Dizplay Language

YWindows Client Language

Apply |

2008 Year [12 Wonth |12 Day

|1? Hours IB Secs

Use Local Time |
IGMT+DB oo -

Mins |3

" Enable  Disable

[T Use default NTP server {ntp jst.mfeed.ad jp)

IOnce 3 day =

|Eng|ish Englisch 58 j

|CF'43? {(United States, Canada)

4. Click “Shared Folders” in left menu

m Home
H Basic
ﬂ Hutwrork

n Disk Hanagement

B Sovtroen
K s sebdors s
I Senace Solup
I DF5 Selup
Group Managumeni
Lismr Mansgement
Dk Backup
Maintenance

Lysiem Status

3133333

Logout

« Shared Folders

« Shared Folders Setup

r

Ernpty all trash bones m wvery shared foldes |
|

Note:

@ New installation @ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved.

Page 65 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

5. Click “Add”

Input the values as the following screen.

F1 tome « Shared Folders

P bosic

m Hurwnrk & Add New Shared Folder

E Disk Managesmant Srand Falder Hams l-gm_

m Shared Foldos Shand Folder Duescripion |W9‘n5ﬁ\l'-'|5 Bty

N stared Folders Setup
s v G

I 45 Sifup Suppont FF Windows B apple [TETE B Dk Basbup

Group Hanagement

 Puad Only & Boad /Wi 15 Hiddan Share/SKE Cnly)
Uer Management

B = 1" Enable &1 |
PV ik Backuy
m Haintmnance Fite Diperation Log ® Ensblad L
-m Sytam iyt Faenle Bhekisp Pasawerd — =
M ogom
& File |L“ abla Offirse Filas ;{
@ Access Restrictions
¢ Fhasbnction  Enabla &
1 E Ba Al Gagy s L

Agply | Cancel

6. Click “Apply” to save the record.

7.  The shared folder has been created successfully and can be accessed by WebSAMS server
now.

Note: oNew installation Q Re-installation
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Set up Daily backup job

1. Launch the “Backup Exec System Recovery” application in Start = All Programs -
Symantec = Backup Exec System Recovery = Backup Exec System Recovery

2. Click “Tasks”

3. Click “Run or Manage Backups”

g Symantec Backup Exec System Recovery =

File  Wiew Tasks Computers Help

Tasks

Backup

= Run or Manage Backups
@*l Run, define, remove, or edit an existing backup job

One Time Backup

Create a one time independent recovery point without zaving the backup job for future
use

g Recovery

Advanced

=

o Recover My Computer
a,’ Recover my computerto a specifictime and daywhen it wasz working correctly.
7~ Recover My Files
"‘5 Recover specificfiles orfolders that have been lost, damaged, changed, or deleted.
== RunRecoveryPoint Browser
=] Yiew and recover files within recovery points.
Ready ’ symantec.

4. Click “Define New”

] ¢ Run or Manage Backups B

FEile  Miew Tasks Help
B Run Now | B Define New  $§ Remove | Change Schedule [3 Edit Settings Edit Offsite

Select backup jobs from the list, and then select ane of the options above.

Mame | Dirives I Diestination Last Bun Mext Run Oiff

< | |

Note: @ New installation @ Re-installation
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5. Choose “Back up my computer” and click “Next”

bt S S——— ]

e Welcome to the Define Backup Wizard

' Back up mv computer (recommended)

Back up eventhing (all files, folders, desktop sethings, programs.
J;' and the operating sytem) on your computer’s primary hard drive
L {typically, drve C). Or, select one or more secondary drves or
hard dizks to back up.

" Back up salacted filas and folders

o Back up only the files or folders you select, such as the My
If Documents folder, persanal documents, or specific categones of
——= filez (for example, music, video, pictures, financial documents, or
email messages)

ntec.

Help Me Choose

extz U Cancel

6. Select “C”, “D” and “E” drive and click “Next”

@ Define Backup wizard [ x|
=

Drives ot
Select one or more drives to include in the backup. JE—

Select a drive, or press <Cirl> and zelect multiple drives:

™ Show Hidden Drives

Drive Size Uged | LastBackup
ey | | toes| 00000000 |

l_ Uzed space: 14.450,258.944 bvtez 135 GB
l_ Free space: 349,271,584, 256 bytes 3253 GBE
Capacity: 363,721.843,200 bytes 3387 GE CA DA ED

< Back I Test > ][ Cancel ]

Note: @ New installation @ Re-installation
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7. Select “Independent recovery point” and click “Next”

o Define Backup Wizard

Recovery Point Type

Selectthe tvpe of recovery point you want created. —

[ Recovery point zet {recommended)

Create an initial recovery pointwith additional recovery points containing only the incremental changes
made to your computer since the previous backup. Incremental recovery points are faster and use less
dizk zpace than creating an independent recavery point.

@ élndependent recavery point

Always create a complete, independent copy of the drives you selected.

i

I < Back [ et > ][ Cancel ]

8. In Folder, type “\192.168.1.1\share\daily” (let’s say IP address of the NAS is
“192.168.1.17) and click “Next”. If system asks whether to create the “daily” folder, click
G‘Yes7’.

' Define Backup Wizard

Backup Destinations _—
Specify destinations for storing backup data. s

|

Enlder:

Metwork Credentials

Uger namel @

Password: I

Customize recovery point file names..

Offsite Copy Add...
,,ﬂ“h" Offsite Copy adds extra protection ta vour recovery points. A
_.,f Offzite Copy will make a copy of wour recovery pointz to ane or fwo storage locations.
E==a
I; — Ornce you have an extra copy of vour recovery points on a removable drive, you can
- _@ take therm to an offsite location.

il

< Back l Plext > ]| Cancel I

Note: @ New installation @ Re-installation
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9. Input “Daily Backup” as the name and then click “Advanced”.

I'd Define Backup Wizard
-
2 ot
Options ol
Specify recovery point options. ____,.—r"'"""
Mame: IDain Backup
Cgmpression:lStandard (recommended) j

- Werify recovery point after creation

"2 Limitthe number of recovery points saved for thiz backup
Magimum:l 3 3:
[ Enable szearch engine support for Google Desktop and Backup Exec Retrieve

I Include systern and ternporary files

Deszcription {included in each recavery point);

[ < Back ][ Mlet = ][ Carcel I

10. Check the “Use password” option and request the school users to input the Password. Also
check “Use AES encryption” for higher security level. Press “OK” to return to the
previous “Options” screen.

Options
Ehrre i eteeetl | o Advanced Options e

™ Divide into smaller files to simplife archiving

Marne: File size (MB)-IEJU :‘v

Cornpres [" Disable SmarntSector copying
™ Ignore bad sectars during co
[T verity o g copy
I Perforrn full YS5 backup
I Limnit ) .
[~ Security Options ~
(VTS
i Uze password
[T Enab Passward:
M Ity i

Confirm password:

Dezcripti I

¥ Use AES encryption

|Standard 128-bit (8+ character password) j

I Ok ]l Cancel ' Advanc

Note: @ New installation @ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 70 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

11. Click “Next” to proceed to next step.

] ¢ Define Backup Wizard .
Options /

Specify recovery point options. ‘-_F___,_/"/
IR
Mame: IDain Elac:kupl
Cgmpression:lStandard (recommended) j

[l Verify recovery point after creation
I Limit the number of recovery points saved for thiz backup
Maxirnum:| 325
[ Enable search engine support for Gooagle Desktop and Backup Exec Retrieve

7 Include zystern and termporary files

Deszcription {included in each recovery point):

(e

< Back l et > ][ Cancel ]

12. Click “Next” again.

TdDefine Backup Wizard B
Command Files /

Select cormmand files to run at key points during the backup process. __,,.,,-/'
___....-»—""

R

Before data capture: Timeout (zec):

Eonw j I 411} j

After data capture:

|<none> j I <1t} j
After recovery point creation:
I(none) j I 60 =i

All cammand files must exist in the following folder:

Browse

Metwork Credentials (for accessing command files)

User namel

Passward: I

< Back I Text = I[ Cancel ]

Note: @ New installation @ Re-installation
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13. Select “Weekly” in the “Automatically create a recovery point:” option. Set start time to
“2:15”a.m. and select week days from Monday to Saturday. At last click “Next”

@ Define Backup Wizard [ %]
Backup Time

Specify when and how often the backup should un,

Automatically create a recovery point:

Weekly j Drefault I

Select days of the week to protect

Start time: | 2158 =

Mon Tue Wwied Thu Fri Sat

Dretails:

Scheduled backup time: ;I
Ak 215 A on the specified daps of the week, starting 12/11/2008

-
A ¥

< Back I Mest » ][ Cancel ]

14. Click “Finish” to save the schedule

|
Completing the Define Backup Wizard

Dhives and backup destination:; -l
[C:A 4 \WI192.168.1. 1\shars\dad\C_Dirvell21.%2i
Mew Volune [D:4] b W52 1681, 1 \sharehdak\D_Dinesld21. w2
e Vohame [E:] bo WISZ 168 1 Vshaehdah \E_Durvel21 w2

Scheduled backup tene:
A 215 AM on the specied doys of the week, staiting 12/11,7°2008
Heodt run tme: 12/30 /2008 215AM

Chphsorz:
Backup name: Daidy Backup
Compeszam bevel Slandaed
| VWerky recovesy poinks after creation u
Mo of Flecovey ponls 3
| | 5eanch g supgoit
<] Prepend computer name o backup data fle names -
| [5ave backup fles 108 unigue subloldsr
Desenphorn: Mons

[adhvanced opticns

[+ Use password

Encayption levet Standard 128-bit [B+ characler pazswoed]
Max He zize: Mone

| 1lgre bad sectoes dunng copy .i
LI: ¥

9 ™ [Bun backup rov

Note: @ New installation @ Re-installation
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15. Schedule entry is added

o Fun or Manage Backups m
Fin  Vew Tak: Hebo

B runtiow | cjabefire ew §i Remove | [ Change Schedue [3¢ Bt Settings ¢ Edk Offske

Selact backup ol hiomm e Bk, gnd Bheen select one of he optiona above

Hoawi [ D | Desiration | Ladt Fun | Hest Foum [ o
] Dady Backup BN W Volome [D:\] WRTE2 BT Tuhae - Tomomow 215 48 Diz
i ¥

Set up Weekly backup job

1. Repeat step 1 to Step 7 of the part for “Setup up Daily backup job”.

2. InFolder, type “\\192.168.1.1\share\weekly” (let’s say IP address of NAS is “192.168.1.1”)

and click “Next”. When system asks if you want to create the “weekly” folder, click “Yes”.
" Define Backup Wizard

Backup Destinations k .m"”’/
Specify destinations for storing backup data. _—
Folder:

Browse... I

Metwork Credentials

Qsernamel @

Pazsword: I

Customize recovery pointfile names...

Offsite Copy Add...
,-"“‘ Offsite Copy adds extra protection to your recovery points. ;I
‘
Fi Offsite Copy will make a copy of vour recovery points to one or two storage locations.

UL/

Once vou have an extra copy of vour recovery paints on a remaovable drive, vou can
take them to an offsite location.

&

=

I < Back l et > I[ Cancel ]

3. System will ask if you want to create the “weekly” folder, click “Yes”

Note: @ New installation @ Re-installation
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4. Input “Weekly Backup” as the name and then click “Advanced”.

! @ Define Backup Wizard B
—

Options -
Specify recovery point options ’__,,-f"“
e
Mame: IWaEkly Backup
Cgmprassinn:lStandard {recommended) j

| Werify recovery point after creation

17 Lirmit the number of recovery points saved for this backup
Magimum:lE

[T Enable search engine support for Google Desktop and Backup Exec Retfrieve
T Include systern and termporary files

Description {included in each recovery point):

[ < Back ]I Dlest > ][ Cancel ]

5. Check the “Use password” option and request the school users to input the Password. Also
check “Use AES encryption” for higher security level. Press “OK” to return to the previous

“Options” screen.

Options
e A el - @ Advanced Options

™ Divide into srmaller files to simplify archiving

Mame: File size (ME): [B40 -
Cornpres [T Dizable SrnartSector copving
™ lgnore bad sectars during co
[T yseis a g copy
I Perform full ¥S3 backup
¥ Limit ] ,
I~ Becurity Options —
[MEwTY
¥ Use passward
[” Enab Passward:
I i I

Descripti Confirm password:
B e
M Use AES enciyption
[Standard 128-bi (8+ character password) E

I QK ][ Cancel ] Advanc

Note: @ New installation @ Re-installation
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6. Click “Next” to proceed to next step.

o Define Backup Wizard

Options e

Specify recovery point options. o

Mame: I\:\u"eeklybac:kup

Cgmpression:IStandard {recommended) Ll

r Yerify recovery point after creation

4 Lirnit the number of recovery points saved for thiz backup
Magimum:| 352

I Enable search engine support for Google Desktop and Backup Exec Retrieve
I Include systern and termporary files

Liescription (included in each recoverny point):

;I Advanced... '

< Back l Mext > ][ Cancel I

7. Click “Next” again

i @ Define Backup Wizard B
Command Files /

Select command files to run at key points during the backup process. ___'_,,,..,'-""
—-—-""-F-'——

I

Before data capture: Timeout (sech:

Icnone> j I 60 :’

After data capture:

Icnone) j I B0 j

After recovery point creation:

I<n0ne> j I 60 :’

All command files must existin the following folder:

Browse...

Metwork Credentials (for acceszing command files)

User namel

Paszzward: I

< Back I et > l[ Cancel ]

Note: @ New installation @ Re-installation
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8.  Select “Weekly” in the “Automatically create a recovery point:” option. Then set start time
to “2:45” a.m. and select “Sunday” only. At last, click “Next”.

dDefine Backup Wizard
Backup Time /

Specify when and how often the backup should run, //

Automatically create a recoveny point:

IWeekI_l,l j Default |

Select days of the week to protect

Start time: | Z45AM ==

Sun Mon Tue wied Thu Fri Sat
v I | O | O O
Dretails:
Scheduled backup time: ;l

Ab2:45 AM every Sunday, staing 12/12/2008

-
4 2

T Next>][ e ]

9. Click “Finish” to save the schedule

Completing the Define Backup Wizard
b

Duives and backup destinabons: -
[C:A) b WIS 1681, 1 \share wweskh\C_Dinve005, w25 “m
Neis Vighume [D:A) bo WI92 1ER. 1. 1 \sharewmeakb\D_Dinvel05.v2
New Volume [E:4) to WIS 1681 1\chate\weekiAE_DrvelS v2i

S chedued backup lime:
Ab 245 AM every Sunday, stading 1241 242008
Nt run brr: 1704/ 2009 2 45 AM

(Diphior::
Backup rnamea: Waskly Backup
Compreszaon lavel Stardand
[ VWil reconedy poirds afber coaabion "
N ol Recovey ponls 3
| 15eanch angre suppot
[=] Prepend computer name to backup dats e names —
[<] Save backup Bes o & unigue subloldar

Descrplion: Nens

Advanced optons:

el Lise password

Erucaypdion lewved Standard 128-bit [B+ character pazsvced)
Max fib size; Mone

[ 1igmoe bad seclons dusng copy _I;‘

4]
63 ™ Fun backup now

|jm
hLS

Note: @ New installation @ Re-installation
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10. Schedule entry is added

o Fun or Manage Backups E

Fio Vew Tass Helo
B un Now | SihDefm Mew § Remove | [ hange Schwdde (3 EdR Settings (5 Ede Cifshe

Celact backup jobs om e Bt and Shen selech ong of She oplions shove

Hare [ Erves | Dastirabon [ Laat Bum | Mest Pl [ an

| Diady Backugp PCNL Mews Viohese |04 "\.".'I:ﬂ 168.1.1 hhaie = Tomomosr 2215 A8 Dus
[ wimekly Bachag BEAL Hew Vokaress [0 ST TER 1.1 vhaee = Sialay 245 AM Diis
: 2

Set up Monthly Backup Job

1. Repeatstep 1 to Step 7 of the part for “Setup up Daily backup job”.

2. In Folder, type “\192.168.1.1\share\monthly” (let’s say IP address of NAS is
“192.168.1.17) and click “Next”. If system asks whether you want to create the “monthly”
folder, click “Yes”.

# Define Backup Wizard [ ]
il
Backup Destinations il
Specify destinations for staring backup data. '_",_,»--*’
—_ -—‘—-_'—4—"'_-'_.
FEolder:

W192.168.1 .113haralmonth|y{ Brawse... I

Metwrork Credentials
Uszer namel @

Pazsword: |

Customize recovery point file names

Offsite Copy Add...

P Offsite Copy adds extra protection to your recovery points ;]

Offzite Copy will make a copy of your recovery points to one of two storage locations

Once vou have an extra copy of vour recovery pointz on a removable drive, vou can

Lé take thern to an offsite location.
=

< Back I Mext > ][ Cancel l

Note: @ New installation @ Re-installation
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3. Input “Monthly Backup” as the name and then click “Advanced”.

T Define Backup Wizard | x|

Opll_ons _ o
Specify recovery point options.

Mame: |Month|y Backup

Compression |Slandard {recommended) j

O Werify recovery point after creation

¥ Limitthe number of recovery points saved far this backup
Maglmum:’ 353
™ Enable gearch engine supportfor Google Desktop and Backup Exec Retrieve

7 Include systern and ternporary files

Description {included in each recovery point):

[ <Back || bedt> | [ cancel |

4.  Check the “Use password” option and request the school users to input the Password. Also
check “Use AES encryption” for higher security level. Press “OK” to return to the previous
“Options” screen.

Options
et | @ Advanced Options e

™ Divide into ztmaller files to simplife archiving

Marne: File size (MB). [B20 =
Carnpre: ™ Dizable SrnartSector copying
I lgnore bad sectors during co
I erity s ek
I Perform full YSS backup
I Limnit
o [~ Becurity Options ~
Il apir
¥ Use password
[ Enab Passwaord:
I i I

Confirm password:

Dezcripti I
e 111—.(11111

¥ Use AES encryption

IStandard 128-bit (8+ character paszword) ﬂ

I QK ][ Cancel ] Advanc

Note: @ New installation @ Re-installation
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5. Click “Next” to proceed to next step.

@ Define Backup Wizard [ =}
e

Opll_ons _ _ e
Specify recovery point options. e

Marme:

Compression: { Standard {recommended) j

] Werify recovery point after creation

~ Limitthe number of recovery points zaved forthis backup
baximurm:| 325

™ Enable search engine support for Google Desktop and Backup Exec Retrieve
[T Include system and tempaorary files

Deszcription {included in each recovery point):

(W

< Back l Text > ][ Cancel |

6. Click “Next” to proceed to next step.

d Define Backup Wizard

Opll_ons _ _ o
Specify recavery point options. e

Mame:

Campression: {Standard {recammended) j

| Werify recovery point after creation

72 Limit the number of recovery points saved for this backup
Maximum:| 33

[ Enable gearch engine suppor for Google Desktop and Backup Exec Retrieve
7 Include systern and termporary files

Description {included in each recovery point):

< Back l Text > ][ Cancel |

Note: @ New installation @ Re-installation
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7. Click “Next” again

i @ Define Backup Wizard
Command Files /
Select command files to run at key points during the backup process. _‘__,,,..-r-f‘""

R
Before data capture: Timeout (sech:
Icnone> j I a1t} :’
After data capture:
Icnone) j I [<]1] j
After recovery point creation:
|<n0ne> j I A0 :’

All command files must existin the following folder:

Browse...

Metwork Credentials (for acceszing command files)

User namel

Paszzward: I

[ < Back I et > l[ Cancel ]

8.  Select “Monthly” in the “Automatically create a recovery point:” option. Then set start
time to “3:15” a.m. and select “I1%" day of the month to protect. At last, click “Next”.

[ @ Define Backup Wizard
—
Backup Time /__,,/
Specify when and how often the backup should run. it

Automatically create a recovery point:

IMontth j Crefault |

Select days of the rmonth to protect

Start bime: Dapz of the maonth;
| 3158M =4 | Last Day ﬂ

] Tt
[ 2nd
[ 3d
[ 4th
[] Gth

[] Bth |

Details:

Scheduled backup time: d
At 315 AM on days 1 of every manth, starting 1241242008

< Back lNe:-ct>

Note: @ New installation @ Re-installation
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9. Click “Finish” to save the schedule

Completing the Define Backup Wizard

{d

Dirves and backup destinations: ) -
(C:A) 10 W32 1881, Vhshare \monthiy\C._Direel001 v20
Hew Vokame (D:4) to \WI92.158.1, Thshare\monthi\D _Drved01 w2
Hew Violame [E:4] bo \WIS2. 1681 Phshaeh\monthhAE_Diiveli00 w3

Scheduled backip tme:
At 315AM on daye 1 of evesy morth, statieg 1271272003
Mt i lime: 1,/1/20003 315 6M

Ophons:
Backup name: Monthiy Backup
Compeession level Standad
| ]Wenly iecovery points aiber creation "
Mo of Recovesy points: 3
[ ] Seanch engew suppoit
[<] Prapend compuber nams to backup data s name: G-
4] Save backup e to & unigue tubloldsr
Desenption. None

IAdvanced ophons

<] Use paseword

Erncryption bevel Standard 128-bit [B+ character password]
Max fle smer Mone

[ |lgraoee bad sectors dung copy -
;l .|

ec. - - -
& ™ Fun backup now]

[ <Back | Emeh | [ coma |

10. Schedule entry is added

o Wew Taks Heb
B Pun Mow | SaDefive New  §f Remove | [ hange Schedue [3F £dt Settings (% Ede Offske

Sedacl backig jobe hom B i, and hen telect one of Bhe options sbove.

Hoawrey [ Ditves | Destrwstion [ Latt R [ Mt Fium [ on
1] Dy Backup BC AL W Vobume [D04) Y152 168 1. Tuhae = Tomomoes 215 A8 Dz

b b 1 W M Vol D41 92 1ER 1 1\ahae sy 0 216 Al i
'T'Weﬁchrﬁm BOA | N Vinkurmes (D24 WIS 1R Vishaem B Sigralay 245 4M Dz
[ | ¥

Note: @ New installation @ Re-installation
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7.10.3 Create Recovery CD

At the moment when disaster happens that your system cannot function properly or you need to
roll back your system to the status of a specific backup moment, system restoration or recovery
is necessary. To restore your WebSAMS system, in addition to your backup copy of full system
image, a tool that can boot up your machine to an rescue environment for supporting recovery
of your machine, despite how worse the current situation of your system is, has to be available.
This tool, which is usually called as Recovery CD or Rescue CD, can normally be created by
your backup software. In view of the importance of this Recovery CD, you are highly
recommended to ALWAYS store it in a safe place that can only be accessed by the authorized
persons and also can easily be found at the critical moment when it is needed.

The following shows an example of how to create a recovery CD using the software of

“Symantec Backup Exec System Recovery”.

1. Launch the “Backup Exec System Recovery” software
Path: Start > Symantec > Backup Exec System Recovery > Backup Exec System

Recovery

2. Open the “Create Recovery Disk” user interface
Path: Task > Create Recovery Disk

3. Click “Next” on the welcome screen.

v

Welcome to the Symantec Recovery Disk Wizard

Lse this weizard B0 oreate & custommized Symantec Recovery Disk.

This wizard 5 espacialy usehul when the Symanbe Recoeey Ditk that & avaiable ta
YO b BnisSEng one o mone shorage of nelwork drivers. The wizard companes drivers
i pour ourrent Syimarkec Retovery Disk veith Hose found on your computesr, It then
iderkifion e miseing deivers and crestes 8 new necovery digl,

= IMPORTANT: Bafone continung, attach and burn on o storage and network
“1‘1!) devaces that you want to have svaldable in the recovery ervironment, and
Ebesry et e Symianbes Reddwery Dek ko vour CD-ROM drive

IF yous are goare] B2 ghore the customzed recovery disk on CD, ol should
Fianvis worikeables SO media avadabls .

To Corkirae, oich Naxt,

Note: @ New installation @ Re-installation
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4. Insert the Symantec Recovery Disk to your CD-ROM drive. Click “Browse” and select
the CD-ROM drive. Click “next” to proceed.

Create Custom Symantec Recovery Disk

Source Location
Specify the path to a Symantec Recovery Disk,

5.  Select “Custom” and click “Next”.

Driver Comparison Results ! -
 Select a method For adding the correct storage and netwark drivers o the customized Symantec Recovery Disk,

Note: @ New installation @ Re-installation
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6. If the Storage and Network Drivers of your WebSAMS server is different from those
drivers in the Symantec Recovery Disk, the drivers should be shown like the screen below.
Accept the default and click “Next”.

!\ Create Custom Symantec Recovery Disk N I ] 55
Drivers to Include i
Add or remove the drivers you want included on the custom Symantec Recovery Disk, 9

_Storage and Metwork Drivers:

Eroadcom Metybreme 11 BxXND add...

Bemove. ..

< Back | Text = I Cancel |

7. Copying task will be started automatically. Click “Next” when it completes.

li# Create Custom Symantec Recovery Disk

Please wait while the required files are being copied.

o ] 4
Copying Required Files r ,_;;q
>

Copying Symantec Recovery Disk files to a temporary location. ..

DRREEEE ks

= Back [

Note: @ New installation @ Re-installation
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8. Make sure to uncheck the first option and select the second option only. You should create
the ISO file of the custom Recovery CD directly. Choose a destination and decide the file
name as you like.

w Create Custom Symantec Recovery Disk — P ] |

Symantec Recovery Disk Creation n.-q

Finalize settings for burning to CO/DVD, @

Disk label:

Jws2-151%_SRD

[~ Burn Symantec Recovery Disk bo COIDYDE

Seleck s chiDYindeyice:

HL-DT-5T
DYDRA,.,

W Save a copy of the custom Symantes Recovery Disk (CDIbVD image file)

COIDVD image file name:

IE:'l,WebSAMS_Recovery_Disk.iso Browse. ., |

= Back et = Cancel

9. The CD image will be created automatically.

[} Create Custom Symantec Recovery Disk 3 = ol B4
Burning Symantec Recovery Disk [ ,_‘.‘;
Please wait while the Symantec Recovery Diskis created. li ;

Creating COJDVD image. ..

IEEIUERNUREND %

< Bk I TEXE = I Cance!

Note: @ New installation @ Re-installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 85 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

10. Your custom Recovery CD image is created successfully.

Symanles Beoovery Disk Jl..l_' j
Ef Custom Symantec Recovery Disk Created

Wi Bave succesad by irasbed & cuskiom Sytnanbes Recovery Dk CINTAT mage fils
[E 8

Before depending on the rew recoveny dsk, boen & boa COITAD snd then uss & B0
Eststl o commtier intd Eha ratovery afivironhimenl

Note: You should manually burn the Recovery CD from the ISO image right
away and store your custom Recovery CD in a safe place.

Note: O New installation GRe—installation
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7.11 Restore WebSAMS Server and Application
(R)

As your backup software supports the bare-metal restore, the only resources you need to recover
your system are only:

- A recovery CD that you have created beforehand;

- A full backup image of your system and;

- The password that entitle the reading of the full backup image.

Please be alerted that while the system is being restored, all data in the hard disk of the
WebSAMS server will be erased in order to restore the system back to the moment when the
backup job is run. Restore your WebSAMS server only when it is really necessary.

The following shows an example of how to create a recovery CD using the software of
“Symantec Backup Exec System Recovery”.

1. Insert the Backup Exec System Recovery CD (created in 7.10.3) into the DVD/CD-ROM
drive of the WebSAMS server.

2. Restart the server and boot by the CD.
Note: Make sure the boot sequence of your server is set.

3. As soon as you see the prompt “Press any key to boot from CD”, press a key to start the
recovery environment.

4. The system will start loading the necessary setting. Read the license agreement and then
click “Accept” to proceed.

5. The main window of the recovery environment will be launch. First of all, you should
configure the network setting.
Path: Network > Configure Network Connection Settings

|-il'flzlcome to the Symantec Recovery [.‘l.:.si: .i

IH""“-‘ When you can no longer stan Windows, you can recover your compuder lrom
e, mmtmmmﬂammmtmﬁ:mm,muma
working hard disk drive, or on a network drive
E Rocover My Computer
5 Fisats my Sompubsr 1o & apactis B sl day whan £ vas workng comsstly

g Sar the pefmywhers Thin Host

Alkcrey gthaer computien (o remclely oubleshact my compuber

i Map a Network: Drive

Aampn @ drive isiter bo a shared netwod folder

| Loada Duiver

Eory  Add & storags of P work deiver

W omantec __Exit |

Note: @ New installation @ Re-installation
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6. In the Network Adapter Configuration screen, select the option “Use

the following IP

address”. Specify a unique IP address (e.g. 192.168.1.2) and subnet mask of the

WebSAMS server. Be sure that the subnet mask matches the subnet mask of the network

Segment. Click “OK” to proceed.

Path: Network > Configure Network Connection Settings

A ok Adapter Conguration |
Hetwori Adeciers:
440 PONET Famiy Exharret adapter (PCT) = |
1P Address

{™ Obtain an 1P address actomaticaly
1% Lsa tha Solowng [P address:

IP Address:
St Mack: .

Default Gateway: ]
| Hetwork

DS Servers

I ey

 Use the folomng DHS server addresses:
Prefemed: r—
Alnanae: l—

‘.EWD':II'H‘N

Exik

7. Click “Clese” to return to the recovery environment's main menu.

8. Input IP address (e.g. “\\192.168.1.1\share”) of the NAS server. Click “OK” to proceed.

Path: Network > Map Network Drive

\Windows can heip you connect to 8 shared network: folder and
Brsion B cerve iber i the connacton 55 that you can srress
the folder,

Spey the drive lather for the' connection and the: foider that
you want o connect ko

Drive: I'_": ‘ﬂ
Fiiclen | gz 1es, pshare Prowss I

Hetwork

x|

‘ ST antes

Note: @ New installation @ Re-installation
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9. Return to the Home panel, click “Recover My Computer".
10. On the Welcome page of the wizard, click “Next”.

11. Select “System” in the “View by” tab.

_5_- Recover My Computer Wizard i LI
System Index Rle
You can specify the system index file to use for the recovery. @
View by

ISystem 'I

System index folder and filename:

j B |

e e S R S

12. Click “Browse”, locate and select a recovery point (.sv2i) in the mapped drive, and then
click “Open”.

x
«|
Devices with Removable Storage (3) s
ge CD Drive {F:)
Fioppy Desk; Drivve (A1) b BESAA.0.1-5AD
&SP 0 bytes free of 0418
& & ©D Drrve (G3)
G oytes fee of a04ve
Hebwork Location (1) =
- EnBre (W10, 15,35.83) (2:
= “ﬁ
. y {1.85 £5 frms 7 =
=
Fia name: | = Open
Fesoitpe:  [Symem noex Fies ruz) = oaen

Note: @ New installation @ Re-installation
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Lockin: [ G share (110.15.25.89) ) x| «®EerBE

pame = |=| Date... I-ITE I'Iﬁ_ﬂ 1=l
48 dady

File name: I =l
]

Flesoftyips:  [System index Fles ("sv2)

I

a

F
Lockin: | s daly -] «eEcrE-
| ame : : e |-l

| 52151 5w

Recent Places

L

SYSTEM

Flesltipe:  [Symem ndes Fles [ #v2) = Cancel

Note: @ New installation @ Re-installation
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13. Click “Next”

= Recover My Computer Wizard

System Index File
You can specify the system index file to use forthe recovery.

[System 7]

Z:\daily WS2-15TW svdi

14. Enter the password for the backup image and press “OK”.

= Recover My Computer Wizard

Note: @ New installation @ Re-installation
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15. A prompt may be shown to let the system to know whether the recovery is to be applied
to a machine different from the one where the backup image created. Normally, the

answer 1s “No”.

System index File
You con pechy the pybem inde e 12 upe for the mcovery
e by

Reoower My Computer Wiecand

[

ke to perform & Restore Anyware o5 part of the recovery of s

e The sysiem volme S boensed S Reshore Arywere, Wolld you
Fpatam?

Uik te | [ ]

16. The latest backup will be loaded and listed automatically by the system. Check “Reboot
when finished” and click “Finish”

,;;::.:.7, Recover My Computer Wizard

Recovery Points to Restore
You can add recovery points and specify their target drives and options.

Recovery points to restore:

Xl
g
Filename | Cirive | Target drive | Add... |

@vs2151W_C_DiveD02va N Label () Disk 1 =
WS2-151W_D_Divel02Zva  New Valume (D7) Disk 1, New Valume =l
.W S52-151W_E_Drivel02 v New Volume (E:) Disk 1, New Volume e

Recovery poirt details:
Source recovery point: \\192.168.1.1\share\daily\WS2-1S1W_D_Drive0007.v2i |
Created: 124172008 12:16 AM
Spanned: No
Computer name: W52-151W
Restore Anywhere: Licensed
Drive: New Volume (D:)

Size: 39.1GB

File system: NTFS

I2

I~ Reboot after finish

<Back Erish | Cancel

Note: O New installation GRe—installation

Copyright © 2021. Education Bureau. The Government of the HKSAR. All Rights Reserved. Page 92 of 120



Installation Guidelines for WebSAMS 3.0 Version 1.3.7

17. The recovery process will start and the system will reboot once the process is completed.

Recover My Computer Wizard - Progress (10%) _§_|
0

5 Minutes Remaining

=

Recover:\192.168.1.1\share\dail\Ws2-1S1W_C_Drive007 .v2i
Verifving | iy
Validating image data

Note: O New installation Q Re-installation
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7.12 Fallback and Recovery
(N

This section describes how to uninstall WebSAMS applications. Make sure that you have shutdown
Apache, Wildfily, and Sybase before you are going to do so.

Removal of WebSAMS training instance
1.  From Start -> Control Panel -> Programs and Features, select WebSAMS Training and follow
the wizard to remove.

Removal of WebSAMS application (includes Apache, Wildfly, Java development kit, school data, report
templates and keystores)

2. From Start -> Control Panel -> Program and Features, sclect WebSAMS and follow the wizard
to remove.

Removal of SAP Crystal Server 2013

3. From Start -> Control Panel -> Program and Features, select SAP Crystal Server 2013 SP01
and follow the wizard to remove.

Removal of Sybase SQL Anywhere 16

4.  From Start -> Control Panel -> Program and Features, select SQL Anywhere 16 and follow
the wizard to remove.

Removal of Windows Scheduler Tasks

5.  Start -=> Administrative Tools -> Task Scheduler. Double click on WebSAMS pre-backup and
WebSAMS post-backup and click on the Delete option on the right. Click ‘Yes’ to remove.

(5 Task Scheduler = I:l-
Ele Action View Help
3 (=] =l
+ = z[F HE
@ 7 il Name Status  Triggers Mext Run Time Last Run Time La4 | Actions
b [ Task SchedulerLibrary. | & 6 timize Sta,.. Disabled When computer s idle 10/01/3014 162546 (0 | Task Scheduler Librany G
B WebSAMS p.. Ready  AtORO0everyday  20/05/201400:00:00 Mever

T Create Basic Task..
% Create Task...
Import Task..
7 Display All Running Tasks
] Enable All Tasks History

Mew Folder..,
< i > =

Wiew »
General | Triggers | Actions | Canditions | Settings | Histary (disabled) | ST
Hame: [Wwrebsams pre-backup - é Help
Location: Selected [tem -
Author  WS3-14T\Administrator $ Fun
Description: 2 ol
=/ | & Disable
Export,
% Properties
Security options K Delete
When running the task, use the following user account; H Help
WS3-14TAdministrator

Fuin onlywhen user is logged on

Runwhether user is logged on or not

< il >

Note: @ New installation @ Re-installation
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8. HTTP Server Installation
[N IR)

The following steps should be taken in sequence:

Back up the configuration of the HTTP Server for WebSAMS 3.0©
Installation of the SUSE Linux @@

Installation of the anti-virus software — Trend Micro ServerProtect 3.0 @@
Configuration of the new HTTP Server with backup configuration files @
Configuration of the new HTTP Server for new installation @

Post installation tasks @@

SNk v =

As the installation of the HTTP server has no direct dependency on the installation of the
WebSAMS’ server and application, it may be performed concurrently with other installations.

Should any school need to change the SSL Certificate, please refer to Section 8.8 for detailed
procedures. (R

Note: @ New installation @ Re-installation
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8.1 Back up the Configuration of HTTP Server for WebSAMS 2.0 (Obsoleted)

8.2 Back up the Configuration of HITTP Server for WebSAMS 3.0
(R)

In case after the installation of the HTTP server for WebSAMS 3.0, it happens that re-installation
of the HTTP server is necessary. If possible, please back up the configuration in the first place.

Please follow steps below to save the HTTP configuration and School Certificate:
1. Login HTTP server using the “root” account.

2. Execute the backup script that is located in HTTP server by the following commands:
2.1. In case the USB flash drive is to be used for backup:

a. Find the name of the USB flash drive first by:

1. DON’T INSERT any USB device and type the command “fdisk —1”
(note: 1 is the lower case “L”). Usually hard disk device names (e.g.
hdb1, hdb2, etc.) will be shown on the screen like the following:

1i. NOW INSERT the USB flash drive to the HTTP server, and type the
command “fdisk -1’ (note: 11is the lower case “L”) again. A new device
in additional to those shown before should appear, such as sdal or
sdbl. In the example below, the system shows that your USB flash
drive gets the device name “sdal”

b. After recognizing the device name of the USB flash drive, enter the
following command:

1. For ordinary schools of 1 Server 1 WebSAMS, please type:

Note: @ New installation @ Re-installation
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grepconfig /dev/<<usb device name>>

Note:please type grepconfigHTTP081211 if the above command

3. Once “y” has been
configuration. If there is any missing information, it is required to enter it manually.
The script will not proceed until all configuration information has been either collected
or entered manually.

cannot be found.

entered, the script then collects the information of the current

For ordinary schools of 1 Server 1 WebSAMS,

Current HTTP Server Configuration

(1)

2]
(32
(4
(5]

(6
(7
(8
(9

Hostname

IP
netmask
gateway
DNS

Web3AM3 IP

Router ITED Leg :

FODN
3UID

: HTTP

: 192.168.
i 255.255.
: 192.168.
: 192.168.

1 192.168.3.111

192 .168.2.254

! websams.abcschool .edu . hk
1234

Choose 1 - 9 for Modification,
or enter 0 if All Information is Correct: O
Confirm to copy configuration and files into the floppy? (y-m) _

(The message of “Confirm to copy configuration and files into the floppy” is also
applicable to the case of using thumb drive for backup)

8.3 Installation of the SUSE Linux

00

a. Insert the HTTP Server Installation CD into the CD-ROM drive and restart the
machine for installation of the HTTP Server. The “Welcome” screen will be displayed.

b. Select “websams SLES 11 SP3” and press “Enter” for installation
(Remark: After pressing the “Enter”, the hard disk will be automatically re-partitioned.
All the data will be lost.)

Note: @ New installation @ Re-installation
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C.

websams SLES 11 SP3

Failsafe -- websams SLES 11 SP3
Boot from Hard Disk

Memory Test

Boot Options |

F1 Help F2 Language
English (US)

F3 Video Mo
800 x 60

BY PURCHA:
COMPONE
DGE THAT YOU Hf
" YOU DO NOT AG WITH THESE
. J THE SOFTUWA INDIVIDUAL AC
AN X S THAT HE :
ENTER INTO TH A 3EHALF OF THAT ENTITY.
iftware Lic Agreement
nt between You (an entity or a pe
> software product identified in the ti
ization, and accompanying document:
of tue

' the United
thi

that

=rned by this

LICE - > Software and each of i

or other
applicable laws
of this Agreeme
worldwide license
Your Organ tion (as defi

S compone

and are protected under copyr
b ject to compliance with
jrants to You a perpe

produce and use copi of the

1 below). Many of the

components included in the Software are li

SourC 1 > identifi

Note: @ New installation

unentatic

component .

or

@ Re-installation

You may download or
tware lice

terms

‘¢ owned by

bject to

nhancement
that are
ly is

laus and other
and conditions

non-transferable,

17

ftware within
ividual
uant to an open
ed in the
nt does
» conflict
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d. Press “y” to accept the EULA and press enter.

e. After that, login with “root” and password.

ting up C(localfs) network interf

done
UMXNET3 Ethernet Controller
manual’ skipped
network: e ol e T done
done
3 no NFS found in setc/fstab: unused
ing irgbalance unused
nsole font latIw U done
i i euro
Loading a 86-querty us .map.gz done
Loading compose table win s shiftctrl latinl.add done
St de done
done
inter:
Yoimetwork: o b cn R b s done
c keys: RSA1 RSA DSA E
ing 3SH daemon done
Control: runlevel 3 has been reached
in runlevel 3: nfs irg_balancer

installation login with root and . installer”

linux-6rgs login:

f.  Type “yast live-installer” to start installation

st live-installer

g.  The alert will appear if the machine has less than 1GB of memory. Select “continue”
and press enter.

» computer has s than 1 GB of memory. This may not be
sufficient for the ve installation, vecially when installing
while rumming other applications.

Before continuing, finish all running applications.

o [Cancel]

Note: @ New installation @ Re-installation
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h.  Select “Next” and press enter.
Note: If you want to change the date and time, select “change” at Date and Time to
change it.

Clock and Time Zone
Region Time Zone
Africa Choibalsan
Argentina Chongging
Asia Colombo
Atlantic Damascus
Australia Dhaka
Brazil Dili
Canada Dubai
Central and South America Dushanbe
) Gaza
Harbin
b Hongkong
Indian Ocea Hovd
Mexi Irkutsk
Pacific Israel
Jakarta
Japan
Jayapura
chat

[ 1 Hardware Clock Set To UTC

[Helpl Jack] [Abort]

i.  Select “install” and press enter.

Live Installation Settings
Click any headline to make changes or use the “Change...” menu below.

Partitioning

* Create swap volune sdevssdal (1.47 GB)
» Create root volume sdev-sdaZ (14.52 GB) with ext3

» Boot Loader Type: GRUB

» Location: ~devssdaZ ("/boot™)

* Sections:
+ SUSE Linux Enterprise Server 11 (default)
+ Floppy
+ Failsafe — SUSE Linux Enterprise Server 11

Locale Settings

» Language:
» Keyboard Layout: English (US)

ime Zone

* fAsia -~ Hongkong - Hardware Clock Set To Local Time 2014-04-09 - 88:11:11

[Change...!]
[ Back 1 [Abort] [Installl

Note: @ New installation @ Re-installation
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j-  Click “Install” and press enter.

All information required for the base installatic
is nouw complete.

If you continue now, partitions on your hard disk
ill be modified according to the installation

tings in the previous dialogs.
back and check the settings if you are unsure.

[Back]

k.  Once the installation completed, select “OK” and press enter.
After that, type “reboot” to reboot the machine. Please remember to keep the CD in
the CD rom at the moment.

Finishing Basic Installation

Copy files to installed system
conf iguration

at NSl ings

X
x
x
x Ling
X en for initial boot

Reboot the computer without the Live CD in the drive

to continue the i Ilation

1]

Finished.

[Abort]

1. For this first boot, select “Boot from Hard Disk” and press enter.

websams SLES 11 SP3
Failsafe -- websams SLES 11 SP3

Boot from Hard Disk

Memory Test

Note: @ New installation @ Re-installation
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m. At this moment, the linux has been installed.
Now, login with “root” account

Starting mail service (Postfix) done
Starti CRON daenon done
Haste our mtrol: runlevel 3 has been reached
Skipped servi in runleve nfs irq_balancer

Welcome to SUSE Linux Enterpr » Server (i586) Kernel 3.0.76-0.11-default (ttyl).

linux-ndtS login: _

8.4 Installation of the Anti-Virus Software — Trend Micro ServerProtect 3.0

00

a. First, log in the server using the “root” account.

b. In command mode, enter the following command to trigger the installation.

SProtectLinux-3.0.bin

c. The Trend Micro license agreement will be displayed on the screen. Press “Enter”
to read the license agreement.

accepted a Trend Micro license agreement. A courtesy copy of a representative
Trend Micro License fAgreement is included for reference below. The language
and terms of the actwal Trend Micro license agreement that you accepted may
vary. By accepting the License Agreement below, or using the Software, You
conf irm Your agreement to the terms and conditions of the original Trend Micro
license agreement you accepted.

Trend Micro License Agreement
(Package Version 0403NovD3EDZ1004)

READ THESE TERM3 CAREFULLY BEFORE BREAKING THE SEAL ON THE ACCOMPANYING CD
JACKET OR INPUTTING A 3ERIAL NUMBER, REGISTRATION KEY OR ACTIVATION CODE.
THESE ACTIONS CONSTITUTE AN ACKMOWLEDGEMENT THAT YOU HAVE READ AND UNDERSTOOD
THIS AGREEHMENT AND AGREE TO BE BOUND BY IT3 TERMS.

IF YOU DO NOT AGREE TO THESE TERH3, THE LICENSOR I3 UNWILLING TO LICENSE THE
SOFTWARE TO YOU AND YOU MUST RETURN THE SOFTWARE (INCLUDING THE UNODPENED CD
PACKAGE, WRITTEN MATERIALS AND PACKAGING) TO THE SELLER NO LATER THAN 30 DAYS
AFTER RECEIPT OF THE SOFTUARE FOR A REFUND SUBJECT TO THE SELLER’S RESTOCKING
FEES AND RETURN POLICIES.

Except as set forth in the paragraph below, Trend Micro Incorporated (“Trend
Micro™) offers to license the Trend Micro(IM) software C(including documenta-—
tion) for which you ("You") have paid ("Software”), subject to the terms and
conditions of this License Agreement (the “Agreement”). IF YOU ARE ACQUIRING
THE SOFTWARE ON BEHALF OF YDUR COMPANY OR ORGANIZATION (COLLECTIVELY
“COMPANY™), BY BREAKING THE SEAL ON THE ACCOMPANYING CD JACKET, INSTALLING
AND-OR USING THE SERIAL NUMBER, REGISTRATION KEY, ACTIVATION CODE OR SOFTWARE,
OR CLICKING AN "I ACCEPT" BUTTION DURING THE INSTALLATION OR DOWNLOADING
PROCESS, YOU REPRESENT THAT (A) YOU ARE DULY AUTHORIZED TO REPRESENT YOUR
COMPANY AND  (B) YOU ACCEPT THE TERMS AND CONDITIONS OF THIS AGREEMENT ON
BEHALF OF YOUR COMPANY. AN AGREEMENT IS THEN FORMED.

If, for technical or other reasons, You are prompted to accept a license
agreement during the process of installing or downloading the Software, by
clicking an "I fAccept” button, You shall be deemed merely to confirm the
terms and conditions of +this Agreement. If You or another authorized
representative of Your Company demonstrate that You have already entered into

Note: @ New installation @ Re-installation
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d. Enter “yes” to accept the licence terms then the installation will be started
automatically.

Do you agree to the above license terms? (yes or no)d
yes

Installing ServerProtect for Linux:

Unpacking. ..
Installing rpm file...

Preparing. .. I S e e (100321

e. When the statement ““Do you wish to connect this SPLX server to Trend Micro

Control Manager?” displayed on the screen, press “n” to refuse the connection to
Trend Micro Control Manager.

f. When the statement “Activation code :” is displayed, enter the 32 digits
“Activation code” in the format as follows:

XX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX”

Step 1. Register

Use the Registration Key that came with your product to register online
(https: rolr.trendnicro.con redirect product_register.aspx).

(Please skip this step if the product is already registered.)

Step 2. Activate

Type the Activation Code received after registration to activate ServerProtect.
(Press [Ctrl+D] to abort activation.)

Activation Code: §H¥¥-AgiE DGR - o
Activated ServerProtect with an expired full version Activation Code. Renewal is necessary to keep your security and produc
t updates current.

World Virus Tracking Program

Trend Micro cowsolidates virus-scanning results from worldwide customers,

compiles real-time statistics, and displays them on the Virus Map
Chttp: s uww.trendmicro.com/map). Use this map to view virus trends for
each continent and selected countries.

Yes, I would like to join the World Virus Tracking Progran.
I understand that when a virus is detected on my system, aggregated
detection information, including virus names and number of detectioms,
will be sent to the World Virus Tracking Program. It will not send out
company names, individual names, machine names, site names, IP addresses,
or any other identifying information. I understand that I can disable
this automatic reporting function at any time by changing the
conf iguration to "No" within the product’s management console.

No, [ don’t want to participate.

g. At the end, enter “No” when you are asked to participate in the “World Virus
Tracking Program”. Now, you have successfully installed the Trend Micro and
ready to proceed to next step to install the patch.

h. Installation of Trend Micro patch 5

Now, type “cd /ust/bin/” and press enter.
Then, type ./cp_deploy_script.sh and press enter.

Note: @ New installation @ Re-installation
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" # cd susrsbins
*sbin # .scp_deploy_script.sh

hutting dowun &

Shutting down sp ore:

hutting down wvsapiapp 0K
nloading splx k e 0 e: 114
hutting doun entity 114

OK

hutting doun s
Bhutting down spl
BerverProtect for Linux httpd stopped normally.

erverProtect for Linux stopped normally.
ServerProtect for Linux:
j configuration file:
g splxcore:
tarting Entity:
oading splx kernel module:
tarting usapiapp:
erverProtect for Linux core started.
Btarting splxhttpd:
Jtarting splxhttpd:
BerverProtect for Linux httpd started.

BerverProtect for Linux started.

ctivation Code or renew your current license to keep your security and produ

ly deployed critical patch.
:susrsbin #

i. After that, type “splx_30 Ix en_spl patch5.bin” to install the patch.
And, type “yes” to remove the previous RPM info.

j. The patch5 has been installed successfully!

Shutting down splxcore:

Shutting down usapiapp

Unloading splx kernel module:

Shutting doun

BerverProtect for Linux core stopped normally.

Shutting down splxhttpd:
hutting down splxhttpd:
ServerProtect for Linux httpd stopped wormally.

BerverProtect for Linux stopped normally.
3tarting ServerProtect for Linux:

hecking conf iguration file:
Starting splxcore:

tarting Entity:
Loading splx kernel module:
Starting vsapiapp:
ServerProtect for Linux core started.

Starting splxhttpd:
tarting splxhttpd:
erverProtect for Linux httpd started.

BerverProtect for Linux started.

The product

You may pt a new activation Code or renew your current license
t updates current.

ServerProtect for Linux 3.0 Service Pack 1 patch 5 installation completed.
linux—€ N bin #

Note: @ New installation @ Re-installation
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8.5 Configuration of HTTP Server with Backup Configuration Files
(R)

This section is applicable mainly for upgrading of the HTTP server or re-installation of HTTP
server. A backup copy of configuration files (SUSE Linux Enterprise 11) of HTTP Server must
be on hand.

1. Log in the HTTP server using the “root” account.

2. Execute the installation script which is located in the HTTP server by typing the
following command:

2.1.In case the School Certificate and Configuration file are located in the USB flash
drive:

a. Find the name of the USB flash drive first by:

i. DON’T INSERT any USB device and type the command “fdisk —1”
(note: 1 is the lower case “L”). Usually hard disk device names (e.g.
hdb1, hdb2, etc.) will be shown on the screen like the following:

1i. NOW INSERT the USB flash drive to the HTTP server, and type the
command “fdisk —1” (note: 1 is the lower case “L”’) again. A new device
in additional to those shown before should appear, such as sdal or sdbl.
In the example below, the system shows that your USB flash drive gets
the device name “sdal”

1

IInits

b. After recognizing the device name of the USB flash drive, enter the following
command:

Note: @ New installation @ Re-installation
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1. For ordinary schools of 1 Server 1 WebSAMS, please type:

reinstall /dev/<<usb device name>>

Note: @ New installation @ Re-installation
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3. After message of the HTTP server meeting the prerequisites has been confirmed, the
HTTP server configuration will be shown. Adjust it when it is necessary or confirm it
if it is correct. Then enter “reboot” to re-boot the new SUSE Linux machine.

For ordinary schools of 1 Server 1 WebSAMS:

Current HTTP 3erver Configuration:

(1) Hostnane : HITP

2) IP : 192.168.
(3) Netmask 1205205
(4) Gateuway : 192.168.
(5) DN3 : 192.168.

(6) Web3AM3 IP :192.168.3.111

(7) Router ITED Interface IP : 192.168.Z2.251

(8) FODN : websams.abcschool .edu.hk
(9) 3SUID 1234

Choice 1 — 9 for Modification,
or Enter O if All Information are Correct: O
Confirm to install? (y-n)

Note: @ New installation @ Re-installation
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8.6 Configuration of HTTP Server for New Installation

(N

This section is applicable mainly for new installation of the HTTP server. The following files
which are provided by EDB must be on hand and copied into a USB flash drive under the folder
“/SchoolCert”:

“<School ID>SvrCert.pem”; and
“<School ID>SvrKey.key”

1. First, log in the HTTP server using the “root” account.

2. Execute the configuration script which is located in the HTTP server by typing the
following command:

2.1.  Incase the School Certificate and Configuration file are located in the USB flash
drive:

a. Find the name of the USB flash drive first by:

i. DON’T INSERT any USB device and type the command “fdisk —1”
(note: 1 is the lower case “L”). Usually hard disk device names (e.g.
hdb1, hdb2, etc.) will be shown on the screen like the following:

End Bloc

Note: @ New installation @ Re-installation
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1i. NOW INSERT the USB flash drive to the HTTP server, and type the
command “fdisk —1” (note: 1 is the lower case “L”) again. A new device
in additional to those shown before should appear, such as sdal or sdbl.

In the example below, the system shows that your USB flash drive gets
the device name “sdal”

b. After recognizing the device name of the USB flash drive, enter the following
command:

i. For ordinary schools of 1 Server 1 WebSAMS, please type:

reinstall /dev/<<usb device name>>

Note: @ New installation @ Re-installation
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3. When the installation script is executed, the following options are shown.
For ordinary Schools of 1 Server 1 WebSAMS:
Current HTTP Server Configuration:
(1) Hostname :
(2) 1P
(3) Netmask
(4) Gateway
(5) DNS
(6) websams 1P
(7) Router ITED Interface IP
(8) FQDN
(9) suiD
Choice 1 - 9 for Modification,
or Enter 0 if All Information are Correct:
Choices Descriptions Examples
(Examples only.
DON’T just key in
these values)
(1) Hostname — Any name for the HTTP Server HTTP
2) 1P - The IP address of the HTTP Server. 10.10.10.10
(3) Netmask - The subnet mask for the HTTP | 255.255.255.0
Server.
(4) Gateway - The default gateway for the HTTP | 10.10.10.254
Server
(5) DNS - The IP address of the DNS Server for | 210.210.210.20
the HTTP Server
(6) WebSAMS - The IP address of the WebSAMS | 10.30.30.30
1P server inside the WebSAMS network
segment
(7) Router ITED | - The IP address of the router’s| 10.10.10.1
Interface IP interface which is connecting the
ITED network segment
(8) FQDN - The “Fully Qualified Domain Name” | Websams.mysch.edu.hk
for the WebSAMS
(9) SUID - The school wunique ID for| 1234
identification of the school in
WebSAMS
Note: @ New installation @ Re-installation
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4. Enter ‘0’ to finish the input and then type ‘Y’ to confirm.

5. The script would terminate itself once it finishes the installation. Restart the server to make
the configuration effective.

8.7 Post Installation Tasks

00
8.7.1 Configuration of Trend Micro

After restarting the HTTP server, perform the following tasks:

1) Log in HTTP server by using the “root” account. Enter the command “passwd” and ask
the school to change the “root” account password. Please note that a complex password is
needed and ensure no warning has been shown after the new password has been inputted.

2) Configure of the Trend Micro Version 3.0 by:

a. Accessing the Server Protect Web console at “http://<HTTP Server 1P>:14942”
from the browser of a workstation in ITED network segment.

b. Pressing “Log On” button to enter Trend Micro Version 3.0. (The password can
be ignored).

File Edit Wiew Favorites Tools Help Links

@Ba[k - & Ii'-l @ ;‘u y ! Bearch ‘:i"(FavnritEs \!?ﬁ all = v ~ J @? ﬁ
Addrass | ] htp :/’W: 14942 fSProtectinux/login_and_register.cgirType=0
i,

1| TREND MICRO"ServerProtect-
IR

TREND MICRO
ServerProtect for Linux

Please type your password to access the product console,

Pazswar d: | Log ©n

Note: @ New installation @ Re-installation
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c. The below screen will be displayed indicating that the license has ended on 2008-
09-30

File Edit Wiew Favorites Tools Help Lirks
= = = = :
@ Back - ) Iﬂ Iﬂ :.\| ' Search . Favorites €‘_'§ G

Address |;gj http:/

26 -LEBE

Atmlfsplx_main.htm

114942 /SProtectl inusx /showpage, cgifpag

Summary @Help
Surmmary
b Scan Options e Product updates ended on 2008-09-30.
¥ Update
System Information (2008-10-03 23:15:19)
3 Log.s. = Praduct version: Trend Micro ServerProtect for Linux 2.0
b Motification
e o Platformm: Intel{R) Pentiurn(R] M processor 1.70GHz (i686)
o5t SUSE Linux Enterprise Server 10 (i536)
Kernel version: Z.6.16.46-0.12-default
Scan Results for | Virus _V_- 0 wirusesfspywares detected today.
Summary Today Last 7 days
Wirns uncleanable o o
Virus quarantined o o
Wirus deleted a a
Virus passad o a
Virus cleaned a a
Virus renamed a a
Scan Status
Real-tirme Scan: Enabled (Incarming files)
Scheduled Scan: Disabled
Manual Scan
Update Status
Component Current Wersion Last Updated
.Virus Pattern 4.5432.00 2007-06-20.10:09:23
[¥] SpywarefGrayware Pattem 0.51%,00 2007-06-20 10:09:23

d. Update the Trend Micro 3.0 license as below:

i.  Select the “Administration” at the left hand side.
ii.  Select “Product Registration”.
iii. Press “Update Information” button for renew License.

File Edit “iew Favorites Toole Help Lirks
@Back > | |ﬂ |§] sl ' sEarch 5 ¢ Faworites {f’j

Bddress i@'j http:/

114942 /SProtectl inux/showpage. cgipage =.. /html/spl_main.htm

| Product Registration Help
Surnrnary
¥ Scan Options
2 6 Product updates ended on 200§-09-30. Wiew renewal instructions
b
Update Maintanance axpired on 2008-08-31 and the grace period ended on 2008-09-30,
b Logs Renewal is necessary to keep your security and product updates current.

b Motification -
License inforrnation last updated on: 2008-10-03 Update Information

= Administration

Startup Settings

License Information View detailed license online
Password

Product: TrendMicro ServerProtect for Linux 3.0
Proxy Settings

License: Full

Contral Manager Sattings: = - : < 2 = s e
Froduct Registration | Aetliaslondtade: @%%‘%@'%% ( Mew Activation Code ]

Status: Maintenance expired

world Wirus Tracking

Maintenance expiration: 2008-08-31

Note: @ New installation @ Re-installation
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e. Update the Trend Micro 3.0 components

1.
ii.
iii.

Select the “Update” at the left hand side.
Select “Manual Update”.
Press “Update now” button for update the new components

AE |, TREND MICRO"ServerProtect™
B

summary
¥ Scan Options
~ Update

Manual Update

k Logs
P Notification

b administration

Manual Update

Help

- SChedu\adUpdate —

Components to Update
Component

Virus Pattern
Spyware/Grayware Pattern
Scan Engine

Download Source

(& Trend Micro Activelpdate server

() ©ther Internet source

URL:

Current Yersion
4.542,00
0.51300

8.310.1002

Last Updated
2007-06-20 10:09:23
2007-06-20 10109123

2007-04-17 17:11:05

Configure Proxy Settings

[[Gancel ] [ Update now

8.7.2 Applying the patch for HTTP Server

New patch for HTTP Server of WebSAMS 3.0 is now available for download. Please go

through the steps in Part I to apply the patch.

For new installation of the HTTP server, please go through steps of Section 8.6 to setup the

configuration first.

Part I: Normal Operation

1) Log in HTTP server by using the “root” account.

2) Type the following command and press [Enter]:

starthsp

3) Possible results will be shown:

a) If the following message is shown:

HTTP1

starthsp

—bash: starthsp: command not found

Please go through the steps in Part I1.

Note: @ New installation

@ Re-installation
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b) If the process is successful, the following message will be shown:

TP IETEIETEIEIEIEIEIEIETETE I

All patches have been applied?

Please be reminded to input the PassPhrase for starting the Apache 33L service
after system reboot?

System will be rebooted!?
Conf irm? (y-n)

Type “y” to reboot the HTTP Server.

** Please be reminded to input the PassPhrase for starting the Apache SSL service
after system reboot!

The process is completed.

c) If there is no new patch to be downloaded, the following message will be shown:
HTTP1:™ # starthsp

I FIFIIIIIIIIIIIIIIEE

Get the patch list ....

--2014-12-15 02:11:38— http:/ uwww.uwebsamns.edb.gov.hk/hspatch_SEL3S11//latest_hs_ver3.conf
Resolving www.websams.edb.gov.hk... 192.168.206.32

Commecting to www.websams.edb.gov.hkl192.168.206.321:80... conmected.

HTTP request sent, awaiting response... 200 OK

Length: 27 [textsplainl

Saving to: ‘latest_hs_ver3.conf’

OK 100~ Z2.67M=0s

2014-12-15 02:11:38 (2.67 MBss) - ‘latest_hs_ver3.conf’ saved [27,271]

T M M M MR MR

No Patch to be downloaded!?

The script is terminated now?

The process is completed.

Note: @ New installation @ Re-installation
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Part I1: Setup Operation

1) Type the following command and press enter:

cd /tmp

2) Then, type the following command and press enter:

wget http://cdr.websams.edb.gov.hk/hspatch SELS11/setuphsp

The following screen will be shown:

HTTP1:/tmp # wget http:-/- www.uwebsams.edb.gov.hk/hspatch_SELS11/setuphsp
--2014-12-15 01:56:31-- http:/ wwu.uebsamns.edb.gov.hks/hspatch_SELS11/setuphsp
Resolving www.websams.edb.gov.hk... 192.168.206.32

Comnecting to www.websams.edb.gov.hkl1192.168.206.321:80... connected.

HTTP request sent, awaiting response... 200 OK

Length: 557

Saving to: ‘setuphsp’

in Os

2014-12-15 01:56:36 (48.6 MBs/s) - ‘setuphsp’ saved [557/5571]

3) Finally, type the following command and press [Enter]:

sh setuphsp

The following screen will appear if the patch execution is successful.

FEFEFEFE I

All patches have been applied?

Please be reminded to input the PassPhrase for starting the Apache 38L service
after system reboot?

System will be rebooted?
Conf irm? (y-n)

Type “y” to reboot the HTTP Server.
** Please be reminded to input the PassPhrase for starting the Apache SSL service
after system reboot!

Note: @ New installation @ Re-installation
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4) Since 2019 Jan, SP4 will applied to HTTP server and the following new login page will
be shown:

S

SUSE. Linux
Enterprise Server

Welcome to SUSE Linux Enterprise Server 11 SP4

(i586) — Kernel 3.0.101-108.77-default (ttyl).

— Web3aM3 HITP Server —

build 20181113
HITP login: _

The process is completed.

ook NOtiCC kokok

For any assistance, schools may contact WebSAMS Help Desk at 3125-8510 for further
assistance or enquiry.

8.8 Change the SSL certificate
(R

There may be circumstances that the SSL certificate is needed to change or renew, such as the

domain URL has been changed. To change the SSK certificate, the following steps should be
taken in sequence:

1) Go through steps of Section 8.1 to back up the configuration of the HTTP Server.

2) In folder “/SchoolCert” of above backup media, replace the following files with the new
ones which are provided by EDB:

“<School ID>SvrCert.pem”; and
“<School ID>SvrKey.key”

3) Go through steps of Section 8.4 by using the above backup media.

Note: @ New installation @ Re-installation
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9. Crystal Reports Installation in Workstation
00

The SAP Crystal Reports 2013 is supposed to be installed in ONE WebSAMS workstation.
Consult the school to see which workstation the software should be installed.

The installation of Crystal Reports involves four tasks:
e Install Sybase 16 ODBC driver @@,
e Install SAP Crystal Reports 2013 @@ and,
*  Configure two System DSNs (ODBC accounts) @0,

For new installation of WebSAMS and re-installation of WebSAMS (in case re-installation of
workstation is required), all the above tasks are necessary.

9.1 Install Sybase 16 ODBC Driver
(N IR

1. Remove Sybase 10 ODBC driver (if exists)

2. Insert the Sybase SQL Anywhere 16 CD into the CD-ROM drive. The installation wizard
will be shown.

3. Install the 32-bit SQL Anywhere Client only:

For 32-bit workstation: Select “Databases > SQL Anywhere > SQL Anywhere Client”

B Qvl Databases -
- _Q_v] SQL Anywhere
=-] L
_X_~| SQL Anywhere Server 2
X ~| SQL Anywhere for Windows Mobi
X ~| UltraLite

For 64-bit workstation: Select “Databases > SQL Anywhere (32-bit) > SQL Anywhere
Client”

| € Dvl Databases -
= X 'l SQL Anywhere (64-bit)
_X_~| SQL Anywhere Client
_X_~] SQL Anywhere Server
S| SQU Anywhere (32-it)
_X_~] SQL Anywhere Server
X -I SQL Anywhere for Windows Mobi _

‘ « m »

m

© Only 32-bit SQL Anywhere client should be installed no matter the
workstation is 64-bit or 32-bit!

Note: @ New installation @ Re-installation
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9.2 Install SAP Crystal Reports 2013
00

1. Insert the Crystal Report CD into the CD drive.
2. Follow the installation wizard, and accept all default settings.
3. Input school name and license key when being asked for registration information.

9.3 Configure Two ODBC Accounts
(N IR

The following figures illustrate how to configure the ODBC accounts for a school with the
following settings:

School Unique ID (suid): 9999
WebSAMS server IP (websams_ip): 10.15.38.38

1. Setup a System DSN (ODBC account) called websams.

a. For 32-bit workstation:
Go to ODBC configuration for SQL Anywhere
(Start -> Control Panel -> Administrative Tools -> Data Sources (ODBC) -> System
DSN > Add... > Select “SQL Anywhere 16” and click ‘Finish”)

b. For 64-bit workstation:
Go to “Start” > and type “odbc” to search for “ODBC Data Source Administrator (32-
bit)”

23 (2
5 ODBC Data Source Administrator (64-bit)
s QDBC Data Source Administrator (32-bit

[odbe . >

Then, click “Add” on the “System DSN” screen and select “SQL Anywhere16” and
click “Finish”

£ =
Microsoft Text Driver (*.bat; *csv)
Microsoft Text-Treiber (*.bxt; * csv)
Microsoft Visual FoxPro Driver
Microsoft Visual FoxPro- Tretber
SQL Anywhere 10

SQL Anywhere 16

SQL Sexver

« m »

¢« lm

Note: @ New installation @ Re-installation
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& Tips:

You are recommended to create a short cut for the “ODBC
Data Source Administrator (32-bit)” and place it on
desktop.

c¢. Under ODBC tab, fill in Data source name as websams.

| ODBC Configuration for SQL Anywhere

Data source name:  wehsams

ODEC | Logn | Networ | Advanced |
Diescription: ‘

d. Under Login tab, leave the User ID and Password blank. Select ‘Connect to a running
database on another computer’ as Action. Fill in Host with {websams ip} and Port
with 3268. Fill in Server name as websams_ {suid} and Database name as websams.

riODBC Configuration for
e
| Q[]BC| Login | Network | Advanced
Authentication: [ Database Bt ]
User 1D:
Password:
[ Encrypt password
Action: [Con.ned to & running database on another computer &
Host: 10.15.38.38
Port: 3268
Server name: websams_3939
Database name: websams]

e. Click OK.
2. Setup a System DSN (ODBC account) called websamsfmp.

a. Repeat step 1 to create another Data source name as websamsfmp.

Note: @ New installation @ Re-installation
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10.Post Installation Check
[N IR)

After the installation has been set up, the following preliminary testing could be carried out to
verify the installation.

DHCP Test
1. Re-boot an ITED client PC. The PC can get an IP address and a DNS address (if any)
from DHCP.
2. Re-boot a WebSAMS client PC. The PC can get an IP address and a DNS address from
DHCP.
DNS Test

1. An ITED client PC can resolve the unique domain name of WebSAMS. The domain
name is resolved to the private IP address of the HTTP server.

2. A WebSAMS client PC can ping the unique domain name of WebSAMS. The domain
name is resolved to the private IP address of the WebSAMS server.

URL Accessing Test
1. An ITED client PC can view the WebSAMS login page from a browser.
2. A WebSAMS client PC can view the WebSAMS login page from a browser.

Unauthorized Access Test
1. An ITED client PC cannot ping any WebSAMS segment IP.

More detailed tests have been documented in the “Form C - Report on Completion of
Upgrading of WebSAMS 3.0” in Appendix 5.

Note: @ New installation @ Re-installation
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Appendix 1

Hardware and Software Specification

WebSAMS Server

Hardware
Basic server requirement

Intel Quad-Core Xeon E5 3.0 GHz and 6.4 GT/s, or other compatible model with better
performance

At least 16 GB DDR3 ECC RDIMM RAM

At least 800 GB usable disk capacity in RAID 5 configuration

6Gbps SAS hot swap hard disks at least 10,000 rpm

At least two Gigabit Ethernet network adaptors (one for connection to the backup device)
DVD writer

On-board VGA display supporting 1024x768 resolution

Redundant hot swap power supply

2U or less rack mount form factor

Software

Microsoft Windows Server 2012 R2 Standard Edition
SAP Crystal Server 2013

Sybase SQL Anywhere 16 (64-bit)

Zulu Java 11 (64bit)

Wildfly 15.0.0

Apache 2.4.39

Anti-virus software

System backup & recovery software

HTTP Server

Hardware
PC workstation with basic requirement:

Pentium IV 1.4 GHz or above CPU

e Atleast 512 MB RAM

e Atleast 20GB hard disk

e 10/100 Ethernet network adapter supported by SUSE Linux Enterprise 11
e Monitor supports at least 800x600 resolution (preferably 1024 x 768)
Software

SUSE Linux Enterprise 11
Trend Micro ServerProtect for Linux 3.0
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Information Sheet

This sheet is for one session of a school.

School Contact Person: Tel No: E-mail:
School Name (Eng):
(Chi):

School Address (Eng):
(Chi):

SUID (School Unique ID)*: (4 digits e.g. “0123”)

* Apart from the new schools with no WebSAMS server, a school can find its SUID by:

1) Checking the name of a folder with a 4-digit figure (other than the “9999”) inside the “E:\data” folder of the
WebSAMS server. This name is the SUID of the school.

WebSAMS Setup Type: [ 1 Server | WebSAMS (1S1W)

The training database to be installed in WebSAMS (choose only one):
[ For primary school with FMP data of Apr.-Mar. accounting period
L] For primary school with FMP data of Sep.-Aug. accounting period
L] For secondary school with FMP data of Apr.-Mar. accounting period
[ For secondary school with FMP data of Sep.-Aug. accounting period

WebSAMS server IP and subnet mask:
(The private IP address in WebSAMS segment assigned for the WebSAMS server)

HTTP server IP and subnet mask:
(The private IP address in ITED segment assigned for the HTTP server)

FQDN (Fully Qualified Domain Name):
(That is the URL for accessing WebSAMS e.g.websams.schabc.edu.hk)

ITED network number and ITED subnet mask:
(The network IP scheme of ITED network and its subnet mask e.g. 10.15.40.0 (255.255.255.0))

Current WebSAMS version number (Not applicable to new installation of WebSAMS):

Administrator account and password for the operating systems of WebSAMS 3.0 server:

(WebSAMS 3.0)

Schools MUST change the password of the account after the completion of all installation tasks.
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Other Information for Authentication

A school may not need to supply the following information to the contractor but has to ensure the
following information have to be available at the moment when they are needed to be inputted by
users:

1. Account and password of the administrator of WebSAMS
2. The 3 user accounts and passwords for connecting the WebSAMS database via ODBC:
e genuser

e fmpuser

e  stfuser

(If the above 3 passwords are forgotten, please call WebSAMS helpdesk at 3125 8510 and ask for
their assistance in resetting the passwords. )

3. Password for the ‘root’ account of the HTTP Server
4. Activation code for the anti-virus software used in HTTP Server - Trend Micro ServerProtect 3

5. Password (school key) for encryption and decryption of CDS messages
(This password is used for performing CDS registration after WebSAMS installation.)

The following are mainly for new installation of WebSAMS:

Real IP (For new installation of WebSAMS for new school only):
(The public (real) IP address provided by the ISP (Internet Service Provider) for HTTP server setup)

The default gateway for the HTTP Server :

The IP address of the DNS Server for the HTTP Server:

The router interface connecting the ITED segment:

Other Information:
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Form Al

Request Form for WebSAMS 3.0 Installation Kit

To: Permanent Secretary for Education
Attn: WebSAMS School Liaison Officer (SLO)
(Please fax to 3464 0567 after completion of both Parts A and B)

Part A (to be completed by the school)

My school has appointed (name of the vendor) to
provide the system installation and migration services for upgrading of our WebSAMS to
Version 3.0. Please provide the installation kit* to the above-named vendor for this upgrading

exercise.

Signature of Principal

Name of Principal
Name of School
School Number
Cost of the upgrade : (max $50,000)

Teacher-in-charge

School chop
Telephone number

Date

Part B (to be completed by the vendor)

Please provide the WebSAMS 3.0 installation kit* mentioned in Part A to my company. |
understand that my company can only use the installation kit for upgrading the WebSAMS of
the school.

Signature of Authorized

Person

Name of Authorized Person

Post of Authorized Person

Name of Company

Address of Company

Email address

Telephone number : Company chop

Date

* SIM section will provide the hyperlink for downloading.
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Hardware Equipment Acceptance Form for
Upgrading of WebSAMS 3.0
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Form B

Hardware Equipment Acceptance Form for
Upgrading of WebSAMS 3.0

(in English version only)

Note: The Windows operating system should have been installed before conducting these tests. This form is for
school’s reference. Schools are NOT required to submit this form to the EDB.

Server System Unit

Item Model:

Serial No.:

Test Result: Pass / Fail

Test to be conducted ' Expected Result

LAN port Check how many LAN port the server The server should have at least 2 Gigabit LAN ports

(Ethernet has.

network

adaptors)

USB port Check how many USB port the server The server should have at least 2 front and 2 rear
has. USB 2.0 ports.

Server size Check the size of the server. The server should be 2U (approximately 3.5 inches)

or less in height.

Power-On Self | Power on the server and note the
Test (POST) memory checking and other BIOS items
being loaded during POST.

Memory check should report no error during POST.

Hard Disk Test | There are usually several ways to test
the Hard Disk (HDD). Any one of the
following is acceptable:

When the server boots up, before
loading into Windows, HDD
information might be listed
alongside with CPU and memory
checking result.

When the server boots up, before
loading into Windows, it might
prompt you to press certain keys to
startup the BIOS configuration
menu, or RAID utility program. In
those programs you should be able
to see HDD info.

Some server manufacturers provide
Windows program for you to
manage the HDD. Usually you need
to install the Utility Disc bundled
with the server first.

The HDD should be detected. Its model number and
ID should be displayed.




RAID Test
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Test to be conducted

There are usually several ways to check
the RAID status. Any one of the
following is acceptable:

1. When the server boots up, before
loading into Windows, it might
prompt you to press certain keys to
startup the RAID utility program. In
this program you should be able to
see the RAID status.

2. Some server manufacturers provide
Windows program for you to
manage the RAID status. Usually
you need to install the Utility Disc
bundled with the server first.

' Expected Result

The program should show a RAID disk with at least
800GiB useable space, composed of at least 3 HDD
in RAID 5 configuration.

Boot-up Test

Power on the server and let the
operating system boots up.

The Windows Server 2012 R2 Standard Edition
should start up. Users can log into the system and
use the services provided by the server.

CPU Speed
Test

Open “Control Panel - View by
Category = System and Security >
System”.

The CPU should be Intel Quad-core Xeon E5
processor with clock speed at least 3.0GHz, or other
Intel model with better performance.

Memory Size
Test

Open “Control Panel = View by
Category > System and Security =
System”.

The memory size should be at least 16GB

Workgroup Open “Control Panel - View by The server is in a workgroup called
Setting Category > System and Security = “WebSAMSGROUP”.
System”.
Computer Open “Control Panel - View by The computer name should be the default computer
Name Category = System and Security = name assigned by the system or any other name but
System”. MUST NOT equal to the ‘top level sub-domain
name’ of the WebSAMS fully qualified domain
name (FQDN) as long as WebSAMS 3.0 has not
been installed.
E.g. the top level sub-domain name is “websams”,
if the FQDN is “websams.abc.edu.hk”; or “sams”, if
the FQDN is “sams.abc.edu.hk”.
Scandisk Test Run "CHKDSK" in "Windows No error reported.
Command Prompt" for all partitions.
Shutdown And | Shutdown the server and do Boot-up The server should be shut down normally and then
Reset Test Test again (both warm and cold boot). can be restarted successfully.
Graphic Mode | Change the resolution of the screen to The screen under the resolution of 800x600 should
Test 800x600. be displayed correctly without distortion.
Hard Disk Size | Open “Windows Disk Management” The hard disk size should match with the RAID
Check Disk created.
Hard Disk Open “Windows Disk Management” C drive has 200 GB; D drive has 200 GB and E
Partitioning drive has the remaining space.
Check
Anti-Virus Perform a manual scan on the whole No virus is found.
system.
System Date Click the system clock on the taskbar. The date and time are correct.

and time test
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Test to be conducted ' Expected Result

Regional Open “Control Panel > View by . On “Formats” tab, the Format should be
Option Category > Change date, time, or “Chinese (Traditional, Hong Kong SAR.)”.

number formats”. . On “Location” tab, the Home location should

be “Hong Kong SAR”.

e On “Administrative” tab, the Language for
non-Unicode programs should be “Chinese
(Traditional, Hong Kong SAR.)”.

Data Writing Insert a blank writable DVD into the A message will show that the burning process is
Test drive. Open the Windows explorer and done successfully.

copy some files to the X: drive (X: is
drive letter of DVD writer drive).
Finally, right click the X: drive icon and
select to burn the files into the DVD.

Data Reading Eject the DVD after burning process is The files listed should be equal to those that have
Test completed and insert the same DVD been copied into the X: drive for burning.

disc into the DVD writer again. In the
Windows explorer, open the X: drive
and check the files.
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USER ACCEPTANCE TEST FORM
FOR INSTALLATION OF WEBSAMS 3.0 1. fice Use:

WebSAMS Installation Date:

Test Cases: Please refer to the Appendix: Acceptance Test Procedures for the details of each

test item.
Item No. Test Items Test Results / Answers
1. WebSAMS Application
1.1 Start-up of WebSAMS System Test 1:
1.2 Start-up of WebSAMS Training System Test 2:
Test 3:
1.3 Version Upgrade of WebSAMS System Test 4:
Test 5:
1.4 Account Name & Password Test 6: [] Yes [ ] No
Software Components
Apache Test 7:
Wildfly Test 8:
JDK Test 9:
L5 Test 10: [] Yes [ ] No
Sybase SQL Anywhere 16
Test 11:
Crystal Server 2013 Test 12: [ Yes [J No
Test 13:
Anti-Virus Test 14: [] Yes [ ] No

Configuration of the Operating System

Test 15: C drive GB
Hard Disk Partitioning D drive GB
E drive GB
1.6
File System Test 16:
Workgroup Test 17:
System Locale and Language Setting Test 18:
1.7 Internet Connectivity Test 19: [] Yes [ ] No
Test 20:  Pre-backup
Post-backup
1.8 Scheduled Backup Job

Test 21:
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USER ACCEPTANCE TEST FORM
FOR INSTALLATION OF WEBSAMS 3.0

2. HTTP Server

Test 22:
2.1 Environment of the HTTP Server Test 23:

Test 24: [] Yes [ ] No
2.2 Anti-Virus Software of the HTTP Server Test 25:
3. ITED Workstation
3.1 Accessing WebSAMS Website Test 26: [] Yes [ ] No
32 DNS Test Test 27:
33 WebSAMS System Login Test 28: (] Yes [] No
34 Training System Login Test 29: [] Yes [ ] No
4. WebSAMS Workstation

. . Test 30: [] Yes [ ] No

4.1 Crystal Report 2013 Designer Edition

Test 31:

Test 32:  genuser

fmpuser [ ]
4.2 ODBC Test
[ ] N/A (Government school)
stfuser

43 DHCP Test Test 33:
4.4 Accessing WebSAMS Website Test 34: [] Yes [ ] No
45 WebSAMS System Login Test 35: [] Yes [ ] No
4.6 Training System Login Test 36: (] Yes [] No
5. Communication and Delivery System (CDS) Test 37: [] Yes [] No
6. Generation of Reports Test 38: [] Yes [ ] No
7. Special Chinese Characters Test 39: [] Yes [ ] No
8. Application User Manual (AUM) Test 40: [] Yes [] No
9. Pre-loaded Data in Training System
9.1 Pre-loaded User Accounts Test 41: [] Yes [ ] No
9.2 Generate Report Test 42: [] Yes [ ] No
9.3 FMP Accounting Period Test 43:
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USER ACCEPTANCE TEST FORM
FOR INSTALLATION OF WEBSAMS 3.0

Remarks (if any):

For Office Use: (WebSAMS support Team)

This is to confirm that my school has conducted the above criteria test cases completely and
acknowledge that WebSAMS installation is successful

Signature of Principal :

Name of Principal

Name of School

School
School Number : Chop
Date
For Office Use:
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1. WebSAMS Application

1.1. Start-up of WebSAMS System

& Test 1 ~ What is the message shown in the position as masked below?

1. In WebSAMS server, open the folder named “WebSAMS” and execute the shortcuts in
sequence as shown:
Path: Desktop > “WebSAMS” folder
> Eg'l.StartApachE
[akl 2. Start Datahase

(] 3. Start Wildfly

2. The Wildfly console will be launched. Wait for a few minutes until a message is shown on the

screen which indicates that the WebSAMS Production System has been started up successfully.

3. Start Wildfly |- =

ehsams’

10:12:42,229 INFO [org.hibernate.dialect.Dialect] (ServerService Thread Pool ——
79> HHHPBA488: Using dialect: org.hibernate.dialect.SybasefinyuhereDialect
10:12:42,295 INFO [org.hibernate.envers.boot.internal.EnversServicelmpl] (Serve
Service Thread Pool — 79> Envers integration enabhled? : true

10:12:42,593 INFO [stdout] {(ServerService Thread Pool -- 79> WebSAMS Logging: [
INFO,.webhsams ]

10:12:42,595 INFO [stdout] (ServerService Thread Pool —— 79> WehSAMS Logging: [
INFO,uebsans 1 oo [ <<

1.2. Start-up of WebSAMS Training System

Test2 ~ What is the message shown in the position as masked below?

1. In WebSAMS server, open the folder named “WebSAMS T” and execute the shortcuts in
sequence as shown:

Path: Desktop > “WebSAMS_T” folder

N [Eg 1. Start Apache_t
[#kl 2. Start Database_t
(& 3. Start Wildfly_t

2. The Wildfly console will be launched. Wait for a few minutes until a message is shown on the
screen which indicates that the WebSAMS Training System has been started up successfully.

o 3. Start Wildfly_t | == [T

ector.deployers. jdhel (MSC service thread 18
r-name = WehSAMS .ear_com.sybhas

dbc .Syb
38.978 INFO .Jpal (ServerService Thread Pool —— 79> UFLYJPAG
{phase 2 of 2) Service 'WehSAMS . ear UebhSAMS . jariuw

:18:31.837 INFO [org.hibernate.dial .Dialect] (Se Service Thread Pool ——
79> HHHBBB488: Using dialect: org.hib ate.dialect.SybasefAnyvhereDialect
B:18:31,.085 INFO [org.hibernate.enve boot.internal . EnversServicelnmpl] {(Serve

rService Thread Pool —— 79> Envers int ation enabled? : true
1@:18:31.174 INFO [stdoutl] (ServerService Thread Pool —— 79> WehSAMS Logging: [
ms 1

B:18:31,176 INFO I[stdout] (ServerService Thread Pool — 79> WebhSAMS Logging: [

INFO. uehsans 1 e |~~~
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1.3.  Version Upgrade of WebSAMS System

& Test 3 What is the WebSAMS version shown in the position as masked below?
1. In WebSAMS server, open an Internet Explorer and go to the WebSAMS login page.
R 47 B S P
School Administration

f yu'w;m

/ SAMS :’ermm L] @
D mrgwEas
2aa WebSAMS Verdion m

Best viewed with 200X800 resolution
Copyright & 2009. Education Bureau. The Government of the HKSAR.
All Rights Reserved.

o Central Document Reposito
i B E R R TR

& Test 4 What is the message that you have recorded according to the following instructions?

1. In WebSAMS server, shut down Wildfly
2. Go to WebSAMS Download Site
URL: http://cdr.websams.edb.gov.hk

3. Go to the webpage of “RATF4) > 48 FRE %487, Find the first upgrade link.
Path: Version Upgrade

LR ERGIRETAR

FH> RFFHE > B ERERYG

P ERERGIREARTE0ESNALEN > flNeEE  FSERA - EERA RERESRNE -
EITHHRA - BRFERERR AR TER RABRIRRA B » LA R LB R GRS RS I TR ©

EEEHA
ARFELRERAGERSIE  UR{TESERESREMBINRGRE - BRENEREiTARATE
BRAGEESTREEREERE » URRAGEAREY -

4THHE IR RRE Sl RRas=REA FHfEss
28.01.2021 3.0.0.26112020 3.0.0.28012021 ISR &
4. Click “Upgrade Now” to launch the wizard. The wizard will execute the upgrade
immediately.
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5.

Test 5

2 WebSAMS Version Upgrade Wizard | = [o e

OPERATION TUS DETAILS
1. UPGRADING WEBSAMS DATABASE Current Version: Upgrade Version:

Checking for WebSAMS upgrade...

Wait for a while until the upgrade process is finished and “Finish” button is activated.

If the upgrade is completed, the following screen will be shown.

WebSAMS Yersion Upgrade Wizard

Gurrent Wi ;BN RN Lpgrade Yersion:

Backing up report templates...

Upgrading report templates...

Report templates upgraded successfully...
Upgrading Online Help...

Online Help upgraded successfully.
Clearing ISP cache directory...

1SP cache directory cleared,

/

Record this sentence if upgrade is completed

8. UPGRADE COMPLETED SUCCESSFULLY

Otherwise, the upgrade will be aborted by the system and the following screen will be
shown.

2 WebSAMS Version Upgrade Wizard - | o [
HERAL Halonlle e 3.0.0.31102015 Jfs 3.0.0.29012019
Checking for WebSAMS upgrade... =

Attempted upgrade to target version not allowed.
Prereguisite version: 3.0.0.20112018
WebSAMS Upgrade aborted.

Record this sentence if upgrade is aborted

rJ::

Finish

What is the WebSAMS Version shown in the position as masked below?

After the Test 4, start the Wildfly again.

After the Wildfly has been started up, open the Internet Explorer and go to the WebSAMS
login page.



Annex: Acceptance Test Procedures

School Administrati

ManagemeiﬂLS P!
il._’ b L A

Best viewsd with 200X800 rescluticn
Copyright © 2009. Educstion Buresu. The Government of the HKSAR
All Rights Reserved.

3. Record the WebSAMS version shown no matter it has been changed or not.

1.4.  Account Name & Password

& Test 6

1. In the WebSAMS server, open an Internet Explorer and go to the WebSAMS login page.
2. Log into the “sysadmin” account.

1.5. Software Components

&

1. Open the window “httpd.exe Properties” in WebSAMS server.

Path: Right click on the file “D:\WebSAMS3.0\Apache24\bin\httpd.exe” and click
“Properties” > “Details”

s =_
View Manage
PC » New Volume (D:) » Apache24 » bin v G‘ [

&7 o I < I poibat I . ‘ | {ex . ‘II ation

al Property Value aticn

‘ A Description ation

ig] El File description  Apache HTTP Server ation extens...
e Type Application ation extens...
] Fle version 24390 ation extens...
o Productname  Apache HTTP Server

2] 9 ation extens
s ctve :

oL Copyright Copyright 2019 The Apache Software F.. almaedensi
=7 br Size 28.0KB ation

|__| dl Date modified  20/05/2019 11:.07

[ ht Language Engish (United States) atien

"k Onginal fiename  httpd exe i
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1. In WebSAMS server, open a DOS command window and type the command
“%JBOSS _HOME%\bin\standalone.bat --version’.

Path: Right click on the taskbar with Wildfly icon and select ‘Command Prompt’

= Administrator; Command Prompt - d\WebSAMSZ.0\wildfly-15.0.0.Final\bin\sta... M

JBoss Bootstrap Environment
JBOES_HOME: “'D:WebSAME3.0wildfly-15.8.8.Final"

JAVA: UDisJavaseulull L 2.3-Jdkil 8. 1binsjava""

Hms4096H
-noverify -Dj

I <vildFly Core 7.@.@.Final)

any key to continue . .

&
Test 9 What is the java version shown in the position as masked below?
1. In WebSAMS server, open a DOS command window and type the command
“%JAVA _HOMEY%/bin/java —version”.
Path: Right click on the taskbar with Wildfly icon and select ‘Command Prompt’
Administrator: Command Prompt M
:\Users™Mdministrator>%JAUA_HOMEX/bin/java —version
oppenjdk version "11.8.1" 2818-18-16 LIS
OpenJDK Runtime Environment Zuluil.2+3 (bhuild I >
OpenJDK 64-Bit Server UM Zulull.2+3 <(build [ . nixed node>
:\Users™Mdninistrator?
= 3 : (13 99 3
Test 10 Does the application “SQL Anywhere 16” exist?
1. In WebSAMS server, open the “Programs and Features” window and find the application
“SQL Anywhere 16”.
Path: Start > Control Panel > Programs and Features
iz Programs and Features == -
- 4 | » Control Panel » All Contral Panel lterns b Programs and Features e | [ e B
Control Panel Home b
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.
@ Turn Windows features on or
- Organize =  Uninstall Change  Repair : - @
Name 2 Publisher Installed On Size Wersion
Adnha Reader X (11.0.06) Adohe Systems Incorporated 08/02/2014 129ME 11.0.06
= | Micrasoft Visual C++ 2005 Redistributable Micrasoft Corparation 13/05/2014 AB4ME  B.0.61001
® | Micrasoft Visual C++ 2005 Redistributable (x64) Micrasoft Corparation 13/05/2014 683 MB  B.0.61000
= | Micrasoft Visual C ++ 2008 Redistributable - 64 9.0.30.. Microsoft Corparation 29/09/2013 13.2MB 2.0.30729.6161
= | Microsoft Visual C ++ 2008 Redistributable - <86 9.0.30... Microsoft Corporation 20/09/2013 101 ME 20307204148
= Microsoft Visual C++ 2010 =86 Redistributable - 10.0....  Microsoft Corporation 1370372014 T1ME 10040219
| MSXML 4.0 SP2 Parser and SDK Microsoft Corporation 1370372014 2351ME 42098180
= SAP Crystal Server 2013 SPO1 Sap 20/03/2014 14111038
= SQL Argevhere 12 Deployment inmywhere Solutions 20/03/2014 186 MB
4} SAL Angrwhere 16 SAP AG 20/03/2014 523MB 1601324
) Symantec Endpoint Protection Symantec Corporation 31/10/2013 BTMB  12.1.2015.2015
vaware Tools “Whitware, Inc, 30/10/2013 547MB 24.0.1280544
Vb SAMS Education Bureau 21/05/2014 801 ME  1.00.0000
&

Test 11~ What is the Sybase Central version shown in the position as masked below?

1. In WebSAMS server, launch the Sybase Central
Path: Start > Sybase Central (64-bit)

_4-
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2. Click Help > About Sybase Central

br.) Sybase Central = [ =] =
Eile Edit “iew Tools Connections Help

a B e About Sybase Central .

Context: |3 Sybasa Central yunummils v

Copyright @ 2013 SAF AG or an SAP affiiate cornpany. All rights reserved. Use of this
software is governed by the Sybase License Agreement, Refer to

= hitkp:f funnnie. sybase.comfsoftwarelicenses
[) Tasks

5aL A

&
Test 12 Does the application SAP Crystal Server 2013 exist?
13 2 . . .
1. In WebSAMS server, open the “Programs and Features” window and find the application
« »
SAP Crystal Server 2013”.
Path: Start > Control Panel > Programs and Features
] Programs and Features = | o =
© - 1 |EL » Control Panel » All Control Panel ltems » Programs and Features v
Control Panel Home 2 .
Uninstall or change a program
View installed updates Ta uninstall a program, select it from the list and then click Uninstall, Change, or Repair,
# Tum Windows features on or
o Organize »  Uninstall/Change E- @
Name e Publisher Installed On  Size Versian ol
Microsoft Visual C++ 2005 Redistributable Microsoft Corporation 18/1172013 484MB  8.0.61001
Microsoft Visual C++ 2005 Redistributable (x64) Microseft Corporation 18/11/2013 6.83MB  8.0.61000
Microsoft Visual C++ 2008 Redistributable - 64 9.0.30... Microsoft Corporation 29/09/2013 13.2MB  9.0.30729.6161
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corporation 20/09/2013 10.1MB  9.0.30720.4148
Microsoft Visual C++ 2008 Redistributable - x86 9.0.30... Microsoft Corporation 06/05/2019 10.1MB  9.0.30729.6161
Microsoft Visual C++ 2010 x64 Redistributable - 10.0... Microsoft Corporation 06/05/2019 146MEB  10.0.40219 =
Microsoft Visual C++ 2010 x86 Redistributable - 10.0... Microsoft Corporation 06/05/2019 15.0MB 10040219
Microsoft Visual C++ 2015-2019 Redistributable (x64) ... Microsoft Corporation 08/10/2019 250MB 1423278200
MSXML 4.0 SP2 Parser and SDK Microseft Corporation 18/11/2013 251 MB  4.20.9818.0
SAP Crystal Server 2013 5P4 SAP 17/05/2018 14141327
[E750L Anywhere 12 Deployment iAnywhere Solutions 17/05/2018 186 MB
;} SQL Anywhere 16 SAP AG 071172013 593MB  16.0.1324 v
A SAP Product version:  14.1.4.1327 Support link:  http://www.sap.com
i Helplink: http://www.sap.com  Update information: http://www.sap.com
&
b b (13 99
Test 13 What is the file version of the Crystal Server 2013 file “crystalras.exe”?
. (13 . 99
1. Open the window “crystalras.exe Properties” in WebSAMS server.
. . . . . .
Path: Right click on the file “C:\Program Files (x86)\SAP BusinessObjects\SAP
. M . . 2 . (3 T 2
BusinessObjects Enterprise XI 4.0\win32_x86\crystalras.exe” and click “Properties” >
e T 2
Details
raneal Application Tools Win32_x86 -|o] x
Home Share Wigwn Manage v
® - 4 | < 4P BusinessObjects » SAP BusinessObjects Enterprise XI 4.0 » win32_x86 v o‘ [ Search wini2_6 ]
| Al Narne 3l crystalras.exe Properties e~
Languages & 0 i | | | 3
— General Campatibility Digital Signatures
. LCM it
i St Secuiily | Details Previous Yersions <
logging %] crystalras_res_| 4
| managed %] ¢s_adm_plugi Propety Walue 3
packages &) cs_celogondi Description :
ppms ] File description  Freport Application Server 1
repascan ) cs_config.dll w 1
b SRl (%) cs_core.dll Toduck name eport Application Server n
&

Test 14  Does the Anti-Virus software exist?

1. Click “Start” > “Control Panel” > “Programs and Features”

2. Locate the anti-virus software in WebSAMS server.

1.6. Configuration of the Operating System
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Test 15

Click “Computer” of the WebSAMS server.
Path: Start -> Computer

m Computer Wiew

4 1M » Computer » v & Search Computer
P P

3 Favorites 4 Hard Disk Drives (3)
B Desktop — Lacal Disk (G Mews Walurme (D3

B =
8 Downloads @ @ |
Recent places 614 GB free o 43.2 GE free of B GE
P I I

Mews Wolume (B}

Libraries @ 404 GE free o

[F5 Ny imments

Test 16

Click “Computer” of the WebSAMS server.
Path: Start -> Computer

Right click “Local Disk (C:)” and select “Properties”.

| Shadow Copies I Previous Wersionz I (uata
General | Toolz I Hardware Sharing | Security

Type: Local Digk.

File spstem: w

. Uzed space: 41,052,807 168 bytes 38.2GE
. Free space: BAR,952 272, 384 bytes 61.4 GE

Capacity: 107,005,079 552 bytes 996 GE

Test 17

Right click “Computer” and select “Properties” in the WebSAMS server.
Path: Start -> Computer

Click “Advanced system settings” in the ‘System’ window.

Select “Computer Name” tab.

Computer Mame | Hardware | Advanced I Remote |

Windows uses the following information to identify vour computer
on the netwark.

Computer description: ||

For example: "115 Production Server' or
“Aocounting Server'.

Full computer name: W53-147

Workigroup: m

-6-
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&
Test 18
In WebSAMS server, open the “Region” window.
Path: Start > Control Panel > Region
Select “Location” tab.
Record this
Locatian | Adrmiristrative sentence
Some software, including Windows, may provide you with additional content
faor a particular location, Some services provide local information such as 3
and weather,
Home location:
s it -
1.7. Internet Connectivity
&
Test 19
Open Internet Explorer in the WebSAMS server and go to the EDB website.
URL: https://www.edb.gov.hk/
1.8.  Scheduled Backup Job
&
Test 20
Open the “Task Scheduler” window in WebSAMS server.
Path: Start > Administrative Tools > Task Scheduler
File Action View Help
=
() Task Scheduler (Local) 3 e 12014 Actions
4 [ Task Scheduler Library I
p [ Microsoft Ll
Carnectto Another Computer..
Task Narne Run Result  Run Start Run End Tr T Create Basic Task...
W Create Task..,
Iport Task..,
Display &Il Running Tasks
A - ‘ sl ] Enable All Tasks History
AT Service Account Configurati..
T View »
Refresh
Active tasks are tasks that are currently enabled and have not expired. Help
Sumrnary: 26 total
Task Marme MNext Run Time Triggers [
WebSAMS pre_backup Lt every day
WebSAMS post_backup S every day
Data Integrity Scan 17/06/2014 1%:42:29 Tultiple triggers defin
BfeOnServiceStartTypeChange Custarn event filter
RindinaWarklteraOueneHand) f sustem startun .
< m [ [>]
Last refreshed at 21/05/2014 17:25:33
&
Test 21

Launch the application for system backup in WebSAMS server.
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2. Open the summary that listed all scheduled backup tasks and record the name of the required
tasks:

An example screen is shown for reference as follows:

' Bun ar Manage Backups [x]

Eile  ‘Sew Tasks Help

o Dol B
Salect backup s braem e il and than selpdd ane ol the aphans abive
Haamn | Dyrees | Dastinangn | Last Bun | o
Ssgat (E) New Volume (D 1152 162.5.1 :

(=0 Mew Volume (D

2. HTTP Server

2.1.  Environment of the HTTP Server

&

Test 22 Record the message as masked in the screen below

1. Reboot the HTTP server.

2. Enter the pass phrase.

%

arting httpdZ (worker) ache 3 mod_s Z.3 (Pass Phras ialog)

Seruer

Enter g

OK:

Test 23 Record the version number of the services of apache2 and apache2-worker.

1. Enter the HTTP server Administrator account and password.
Welcome to 3USE Linux Enterprise Server 10 3P1 (i586) - Kernel 2.6.16.46-0.12-default (ttyl).

—— Web3AM3 HTTP 3erver v.031015 —

HTTP login: root

Password:

Last login: Ued Oct 22 10:34:48 HKT 2008 on ttyl
HTITP:™ #

2. Type in this command for apache version:
rpm -qa | grep apache2
Test 24 Does the message "running" display on the screen?

1. Type in this command for apache version
rcapache? status

2.2.  Anti-Virus Software of the HTTP Server

& Record the result of Trend Micro Server Protect 3.0
Test 25

(e.g. SProtectLinux-3.0-xxxx)

1. Type in this command
rpm -qa | grep SProtectLinux-3.0

3. ITED Workstation
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3.1. Accessing WebSAMS Website

&
Test 26
Select a workstation within the ITED segment.
Open an Internet Explorer and go to the WebSAMS Website by entering the URL for the
WebSAMS of the school.
2O AT Ok B B N
School Administration
Mandagement Syste
y & L
” ¥y \$ {C" o
. > )d
WebSAMS Version 3.0.0 (BUILD-26012018)
[RES'I_'RIIHE)] .:.I::Er:s h‘!l's 5];:&!“ 2!"! mema:;-n I materials
(BE) RS EENNEFERLHERTRERA
BE‘WW?; #@sgmmmu The Government of the HKSAR.
3.2. DNS Test
&
Test 27
In an ITED workstation, open the DOS command window.
Path: Start > run > type “cmd”
Type the command: nslookup <websams domain name>>
e.g.: nslookup websams.abc.edu.hk
3.3. WebSAMS System Login
&
Test 28
Open an Internet Explorer and go to the WebSAMS website.
Log into the “sysadmin” account.
3.4. Training System Login
&

Test 29

Open an Internet Explorer and go to the Training System website.
Note: If the URL of your webSAMS System is “http://websams.xxx.edu.hk”, then the URL

-9.
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for the Training System should be “https://websams.xxx.edu.hk:7010”.

Log into the “sysadmin” account.

4. WebSAMS Workstation

4.1. SAP Crystal Report 2013

&
Test 30
Select a workstation within the WebSAMS segment.
Open the Crystal Reports.
Path: Start > All Programs > SAP Business Intelligence > SAP Crystal Reports 2013 > SAP
Crystal Reports 2013
Fle View Help
iDS:8 880 4bBeo o MERENRE H
il L Jasizzyu JA B B8 o o0 i
imEseH Ao nuG i E|El o | SAANIBAE 30 K P HIOO
Start Page x|
SAP CRYSTAL REFORTS m
App— -
» Blank report *» R-ASR049(subjremark).rpt
» Report wizard » R-ASR049(subjremark).rpt
b iieem  nogtiee:
* OLAP Cube Report Wizard * R-ASR083-E v0.3.pt
" Highlights | Key Resources |  eLearning
I 1
&
Test 31
Open the window “crw32.exe Properties” in workstation.
Path: Right click on the file “C:\Program Files (x86)\SAP BusinessObjects\SAP
BusinessObjects Enterprise X| 4.0\win32_x86 and click “Properties” > “Details”
!E ). » Computer » Windows7_0S (C:) » Program Files (x86) » SAP BusinessObjects b SAP BusinessObjects Enterprise XI4.0 » win32 86 »
Organize » Open  Bum  Newfolder
| Norton Intemet Security *  Name : Date modified Type Size
| Nortonlnstaller L s e Gty S ey
Ui Reahek ertshv.dll 8
)i Reference Assemblies o erwd2
\JJ SAP BusinessObjects e
Ui Crystal Reports crw32_res_zh_TW,
| Crystal Reports Comm cradnrd
i InstaliData crwext_sapu.dil
L. Maplnfo MapX Crwext_sapu_res_¢ Description P KB
| SAP BusinessObjects Er (5] crwext sapu_res.; Fie descripton  Crystal Reports 8 ke
e cnxf_html.dil ype App 7 KE
B cont end_htmi_res_en. I 5 KB
B dataaccess %] cnef_html_res zh B kB
W Help endf_pef.dll KB
B jas end_pdf_res_en.dl KB
| Languages crd_pdf_res zh Tl | | Date modfied  6/8/2013 1:49 3 KB
B osging end_rtf.dll Language Englsh {Canada) 0 KB
B varles cnd_rtf_res_en.dll Original filename CRW32.EXE 5 KB
4.2. ODBC Test
&

Test 32

Open the ODBC Configuration window of websams in System DSN tab.
Path: Start > Control Panel > Administrative Tools > Data Source

-10 -
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2. In Login tab, input the user name (e.g. “genuser” ) with the password given.

3. Go back to ODBC tab, click “Test Connection”.
_— : 2] = ]

ODBC Configuration for SQL Anywhere

ODBC | Login | Network | Advanced

Data source name:  websams

Record the
message

Diescription:

1| Note {_Jﬂ:h

lsalation leve!

Describe Curs@ aviar

Never @ K required Aways

|. OK | ‘ Cancel | | Help

4.3. DHCP Test

Test 33  What is the IP address as masked in the screen below?

1. Select a workstation within the WebSAMS segment and reboot it.

2. After rebooting, open the DOS command window.
Path: Start > run > type “cmd”

3. Type “ipconfig® and press enter.

ER C\Windows'\system32\cmd.exe

Microsoft Windows [Uersion 6.1.76811
Copyright {c> 288? Microsoft Corporation. All rights reserved.

C-“Mindowsssysten32>ipconfig

Windows IP Configuration R
Record this only

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Address . . . L .
IPv4 Address. . . . . . . . . . .
Subnet Mask

Default Gateway

4.4. Accessing WebSAMS Website

&

Test 34 Can you access the WebSAMS website successfully?

1. Select a workstation within the WebSAMS segment.

2. Open an Internet Explorer and go to the WebSAMS website by entering the URL for the
WebSAMS of the school.

-11 -
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2R AT WOk e 353
School Adn-zinistr(t"tm &

Management Syst

&~

A g
b /
-

WebSAMS Version 3.0.0 (BUILD-20012018)

(RESTRICTED) Access fo this system and the information / materials
i in are restricted to ized users only.

() RErCENN R R AR R TaE RN

Eest viewed with 500X800 resolution

Copyright @ 2008 Educstion Buresu. The Govemnment of the HKSAR.

All Rights Reserved.

4.5. WebSAMS System Login

Test 35

In a workstation in WebSAMS segment, open an Internet Explorer and go to the WebSAMS
website.

Log into the “sysadmin” account.

4.6. Training System Login

Test 36

In a workstation in WebSAMS segment, open an Internet Explorer and go to the Training
System website.

Note: If the URL of your WebSAMS System is “https://websams.xxx.edu.hk”, then the URL
for the Training System should be “https://websams.xxx.edu.hk:7010”.

Log into the “sysadmin” account.

5. Communication and Delivery System (CDS)

Test 37

Log into the WebSAMS System in any workstation.

Go to “Send WebSAMS Version Number” screen. Click “Start” to send Version Number.
Path: CDS > Send WebSAMS Version

-12 -
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5.

[S-CDS13-01] CDS > Send WebSAMS Version Number

Current WebSAMS Version Number 3.0.0.
CDS Destination 1D £E61670001231
SCRN 1125920001211
i 1125030001221
ey 1125030001 331

Award & Punish
Click “Start” to send Version Number

Go to “Outgoing Message” screen. Click the link and then encrypt the message.
Path: CDS > Outgoing Message > Maintain Message
Note: If an alert message reminding you to register the CDS is shown, you can simply ignore

[S-CDS01-01] CDS > Outgoing M ge > Mai Messag
The system registration is reveked, transmission for general message is not allowed. Please go to [CDS = Registration] to register 2
Process Message Upload Data

f18 M sBottomr

8uh| Tvpe School
o |Coae O] OV

ata oxma yeadmnln
(DAT 3

& hitp:

0.15.35.147/cds/viewOutgoingsg.do?msglD=7807

[S-CDS01-03] CDS > Outgoing Message > Maintain Message

iew Outg Message
Description

(2 View Outgoing Message - Internet Explarei

SCEN, WehZAME Wersion

Subject (Code) |2 aboutblank

Type (Code) -

Message Status [S-CDS01-05] CDS > Outgoing Message > Encrypfion
Owmer

Creation Time Encryption

Acknowledge Receipt || Please input the school key.

Party Effective Period : 05/12/2013 - 23/06/2014

Priority

i 2. Input the key password (Please ask the
- school user to input the key password)

mytes interval between each batch or individual m

3. Click “Encrypt” to send this

# 100%

The message status should become “Processing”.
[S-CD501-01] CDS > Outgoing Message > Maintain Message

Encryption is successfulll Message(s) is sending at backend.
Process Message Upload Data

W Pageot12 M ~Bottom

B Creation Subject | Tvpe i School
oo | Doserotion | Snlo” [k Time | G0 | CogePartPrionit e icrence] Owner |

—H_‘Frocessmg rata FJB rormal Ffsadmln
[fers1am (DAT )

= T T AT T ™ T ™

Refresh the screen by clicking “CDS > Outgoing Msg”, until the status has become “Sent”.

-13-
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[S-CDS01-01] CDS > Qutgoing Message > Maintain Message

SRR Process Message | Upload Data

[Fent [ECRIT, WebZfhs |E2/05/2014]
srsion 10:50 AW erzion  [{DAT)
atup
(ALY
] ] Feceived [RESEND -SCEN [[6/05/2014[16/05 /201 4|SAHE Mata |EDE |Normal fvzadmin
ehEAME Version) 12:04 PH | 12:05 PM |wersion [(DAT)
ctup
ALY
0 [ end [ECRI, Webmils |6 /05 2014 1TH ata |EDE |Wormal wzadmin
Registration [Fail ersion 07:25 AW ersion  [|(DAT)
Outgoing Msqg (:;L;D

6. Generation of Reports

Test 38 Can you generate and preview the report successfully?

1. Log into the WebSAMS System in any workstation.

2. Select “Report” in Student module or in other modules which support “Report” function.
3. Select the appropriate Category and Language.

4. Click the “Search” button to view the list of reports under the Category selected.

5. Click on the Report name to view the corresponding templates.

6. Click on the appropriate template for producing the report.
[5-5TU08-01] Student > Report

Category |C1ass List v
Language @English O thinese

_% Search @ Reset

Report Name (|
>Class List (with Age and Guardian English Name) (R-STUDO7-E)

E+Class List {with English Name and Sex) (R-STU004-E)

BClass List (with English Name, Chinese Name and Sex) (R-STU005-E)

B-Class List (with English Name, Chinese Name, Sex, Nationality. Ethnicity and Spoken Language at
Home (R-STUO76-E)

BClass List (with English Name, Sex and School House) (R-STU006-E)

BClass List {with Father and Mother Contact} (R-STU010-E}

EClass List (with STRN. DOB and Guardian Chinese Name) (R-STU009-E

VClass List (with STRN, DOB and Guardian English Name) (R-STU008-E

Built-in Template Built-In .- -
7. Click “Preview & Print”.

[S-STU0B-08] Student > Report
Class List (with STRN, DOB and Guardian English Name) (R-STUO08-E) :-

Built-in Template
Please input the print criteria.

School Year

School Level econdary

School Session Whole Day

Class Level Secondary 1w

Class Name 1 W

Subject Group Al &

Print Departed Students Tnclude "Printing in Report" indicators are checked s
Format PIF W)

Preview & Print | [ 5B To File | [ G Reset | [ < Back |
8. The report will be shown.
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Annex: Acceptance Test Procedures

7.

R-STU008-E Dates 22/05/2014
LU KEE GOVERNMENT SECONDARY SCHOOL
Class List (with STRN, DOB and Guardian English Name)

School Year: 2013/2014 page: 1 of 1
School Level: Secondary Scheol Session: Whole Day Class Teacher: STAFF FIVE THREE ZERO
Class Level: Secondary 1 Class Name: IA
o | Eaglish Name Chines= sex Subiect Groum STRY 0B Eouse Phone Na Guazrdian Emezgency
Name Telephone
[ %0 s53vm | [ ] [a58asasss [11/08/2001 | | | |

Special Chinese Characters

Test 39

Can you print the report with the Chinese characters displayed correctly?

(This test is to verify the successful installation of the Dynafont font set in WebSAMS)
Log into the WebSAMS in any workstation.

Go to “Create Individual Account” screen.

Path: ‘Security > Access Control > User Account > Create Individual Account’
Enter the two special Chinese characters {JJ(F% as “Chinese User Name”, either by
i) copy the two words directly from the file Test39(Chinese Char).RTF , OR

ii) enter the word by (2#E: EE) and (&#E: OYQD).

After that, fill in relevant fields and save the record.

= A [5-SEC03-01] Security > Access Control > User Account > Create Individual Account
User Groupis) selected successfully. Te save the Group informafion of this user, please click on the "Save" button.

Search User Account | Er=ziiz Giefiyelis] 2o- - Create Student/Parent Account
School Level/Session (* For data access control for Staff and Others accounts only)

School Level [l v]  School Session
User Type ()Staf‘f OStudent () Farent C,Dthers
User Code

* "51aff Code" for "Stafl User Type, "Student Registration No.” for “Student / Parent” User Type
and Mot Applicable for "Others" User Type
User ID i* For login use) tester

Password L 111 1]]
Password Expiry

@ . O] Password Expiry Date
Mever Expire ey 0/0572014

English User Name tester
Chinese User Name mE

Login Language Chinese w
User Account Access Time
*Actual access fime is also subject 1o "System Access Time”™ setting.

Monday - Saturday ® - To

O 24 Howrs

i ® [F 9] : [V] O 24 touss
Account Expiry
0] ; (yhecount Expiry Date
® Never Expire - DOMMAYY)
User Group Attached ] SySTEM ATMIN

[ attach Group ][ Detach Group |

Internet Access Time Profile
. e [l eTaFF_0R_OTHERS

[_attach profile | Detach Profile |

Internet A
Go to ”Security > Report & Log > Report”. Choose “Chinese” and click Search.
Select “R-SEC002-C” report to view the characters.

Note: The report should be previewed in PDF format.
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[S-SEC09-01] Security > Report & Log > Report

Category All Categories ~
Language OFnglish ® thiness
Flvaet)

Report Name (ID)

7Eh P

I-EETHEF A Sfifn i (R-SEC004-C)
>REEHRIA AR Z% (R-SEC001-C)
© B & RIFFRGRERR (R-SEC003-C)
VEEEFHEL (R-SEC002-C)

. Temolate Descrintion EEEEE
ik i

Built-In s

[S-SEC09-04] Security > Report & Log > Report

HFERE (R-SEC002-CY:-
REEREE
Please input the print criteria.
User Type @ 3taff/Others OStudent/Parent C
School Level [ Session (* For data access control for Staff and Others accounts)
School Level hll v School Session
User ID Tester
User Code
User Name (English or Chinese)
User Group V)
ACCOURESatS ®411 Odetive Ospired
Format [fIF v
R-SEC002-C
B
RFEERHE

24 2013/2014

H#A: 22/05/2014

g

21

1

Hit

1

H

FIF4M : tester

AP : B -

AR : A123 FOEEAE :
FAFRH : A EBEE :
FE R EMAR —FAR CEE AR L BRI R 2R

8. Application User Manual (AUM)

Test 40

[235°8

BB AREM : 17/01/2011 21:48

ACAEIE
30/05/2014

Can you open and view the Application User Manual (AUM) successfully?

Log into the WebSAMS in any workstation.

Click “Help”.

: 22/05/2014 12:00 _LﬂlJOl_{L | Help | ;EXHE&

Cﬁnent School Year: 2013 22 May 2014 12:14

-
~ Primary-AM  Prmay.PM  Secondary-WholeDay A

Student Info E
-4 May > 4 2014 »
sun Mon Tue Wed Thu Fri sat
L 1 2 BL

n 5 3 7 3 g TN

i1 12 13 14 HE 16 h7L

15 19 20 21 22 3 ar

|2_5 26 13 25 Fa 30 B

C d day is indicated in bracket ().

L - Long Week

The following screen will be shown. Click “User Manual Index”
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http://10.15:35:142/online_help/context/ contextHomellanguage=english&launchF

Searchby: ® Keywords l:l Search Syniax

No pages were found.

Data Manual | Error MessaGe | User Manual Index

H100% -

4. The following screen will be shown. Click on any manual link to read the manual. Please
note that Acrobat Reader is required to open the manual

| @ http://1015:35142/anline_help/redin/htmlihip/help_index htmiMlanguage=english

~
Searchby: ® Keywords |:| Search Syntax
o (e
sBottam
WebSAMS User Manual
School Management Einancial Monitoring and Planning - Budgeting
Inter-Year Processing Financial Monitoring and Planning -
Student Einancial Monitoring and Planning - Staff Cost
Student Attendance Einancial Monitoring and Planning - Capital Asset
Register
Student Activiies
Einancial Monitoring and Planning - Sales and Stock
Award and Punishment
Financial Monitoring and Planning - Daily Collection
Assessment Summary b
#100% -

9. Pre-loaded Data in Training System

9.1. Pre-loaded User Accounts

&
Test41  Can you log into the system successfully with those 3 accounts?
1. Log into the WebSAMS Training System on any workstation by using the preloaded user
accounts with the user ID of “user01”, “user02” and “user03” one by one.
9.2. Generate Report
&

Test42  Can you preview the report successfully?

1. Log into the WebSAMS Training System on any workstation.
2. Select “Report” in Student module or in other modules, which support “Report” function.
3. Select the appropriate Category and Language.

4. Click the “Search” button to view the list of reports under the Category selected.
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5. Click on the Report name to view the corresponding templates.

6. Click on the appropriate template for producing the report.
[S5-5TU0E-01] Student > Report

Category [ClassList 7]
Language ® Erzlizh Chitese

_% Search @ Reset

Report Name (ID)
=Class List {with Age and Guardian English Name) {R-STUDOT-E)

EClass List (with English Name, Chinese Name, Sex, Nationality, Ethnicity and Spoken Language at
Home (R-STUD76-E)

EClass List (with Father and Mother Contact) lR-STUMﬁ-E}

E-Class List (with STRN, DOB and Guardian Chinese Name) (R-STU009-E)

¥ Class List (with STRN, DOB and Guardian English Name) (R-STU008-E)

- feie st

Built-in Template Built-In - o

7. Click “Preview & Print”
[S-5TU08-08] Student > Report
Class List (with STRN, DOB and Guardian English Name) (R-STU008-E) :-

Built-in Template
Please input the print criteria.

school Year [2019 7|

School Level Jecondary

School Session Whole Day

Class Level | Secondary 1 Y|

Class Name | |

Subject Group [a11 v |

Print Departed Students | Include "Printing in Report" indicators are checked ¥ |
Format | PDF v

Preview & Print | | [ To File || [5] Reset || <] Back

8. The report will be shown.

B-STUDOE-E Bate: 08/11/2013
Loz GOVERMMENT SECONDARY SCHOOL
Class List {with STRN, DOB and Guardian English Nama)

Fhone Ho Tuaraian

9.3. FMP Accounting Period

Test 43  What is the accounting period as masked in screen below?

1. Log into the WebSAMS Training System on any workstation with the preload account
“fmpuser01”.

2. Go to ”FMP > Common Setup > School Accounting Information”.
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A [S-FC501-01] FMP > Common Setup > School Accounting Information

Search School Accounting Information
School Code

112593
School Name

LE Through-train Schoal
Accounting Period
Sch Level/Session

Primary /M V)
| |

The correct accounting period will be displayed on the main screen.

-End -
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Appendix 6

Appendix 6: Troubleshooting

Troubleshooting

1.  Special Chinese characters cannot be displayed correctly in PDF report.

The new Dynafont font set is not able to take effect in the Server. You may need to perform following

steps to let the Dynafont font set effective.
i.  Reboot the server and press F8 during startup to enter Safe Mode

ii.  Open the DOS command window. Path: Search > Command Prompt;

L
i! Magnifier @ Help and Support
v
% Narrator =

q Task Manager

&

o Curr:md:d Prompt

B o £y Comouer

nel

iii.  Type the command: “takeown /f C:\Windows\Fonts\mingliu.ttc”

o | Administrator: Command Prompt l;li-

icrosoft Windows [Uersion 6.2.928081
(c) 2012 Microsoft Corporation. All rights reserved.

:\Users\Administrator>takeoun /f C:\Windows\Fonts'\mingliu.ttc

[SUCCESS: The file Cor folderd>: “C:“Windows“Fonts“mingliu.ttc" now ouned hy user
"WS3-147\idninistrator’.

:\Wsers\Midninistrator>,




iv.  Type the command: “icacls C:\Windows\Fonts\mingliu.ttc /grant administrators:F”

X Administrator: Command Prompt M

icrosoft Windows [Version 6.2.92008]
Kc> 2012 Microsoft Corporation. ALl rights reserved.

:\sersidninistrator>takeoun /f C:“Windows“Fontsmingliu.ttc

SUCCESS: The file <or folde "G:\Windows“\Fonts\mingliu.ttc" now owned hy user
"HWS3-147Adninistrator®.

NsersMdninistrator>icacls C:“Windows \Fonts\mingliu.ttc -grant administrators|

processed file: G:“\Windows“Fonts“\mingliu.ttc
Successfully processed 1 files; Failed processing @ files

:NUsers\Administrator>

o Administrator: Command Prompt Ll_ﬁ_

icrosoft Windows [Uersion 6.2.92081
<c) 2812 Microsoft Corporation. All rights reserved.

:\UsersMidministrator>takeown /f C:“Windows\Fonts\mingliu.tte

[SUCCESS: The file (or folde 'C:\Windows\Fonts\mingliu.ttc" now owned by user
"WS3-147\Administrator".

:\Users\Administratorricacls C:\Windows“\Fonts\mingliu.ttc sgrant administrators

processed file: C:\Windows\Fonts\ningliu.ttc
Kuccessfully processed 1 files; Failed processing @ files

:\UsersMidministrator>ren C:\Windows“Fontsmingliu.ttc.bak mingliu.hak

:\Users\Midministrator>

Vi. Reboot the server to Normal Mode.



Appendix 7: Windows Server 2012 R2 - OS Hardening Guide Appendix 7

Windows Server 2012 R2 - OS Hardening Guide

A. Local Security Policy

Go to Control Panel > Administrative Tools > Local Security Policy

A.1 Account Policy

A.1.1 Password Policy

Policy Security Setting
Enforce password history 5 password remember
Maximum password age 30 days

Minimum password age 3 days

Minimum password length

8 characters

Password must meet complexity requirement

Enable

Store password using reversible encryption for all users in
the domain

Disable

A.1.2 Account Lockout Policy

Policy

Security Setting

Account lockout duration

30 minutes

Account lockout threshold

3 invalid logon attempt

Reset account lockout counter after

30 minutes

A.2 Local Policy

A.2.1 Audit Policy

Policy

Security Setting

Audit account logon events

Failure, Success

Audit account management

Failure, Success

Audit directory service access No Audit
Audit logon events Failure, Success
Audit object access No Audit

Audit policy change Failure, Success
Audit privilege use Failure

Audit process tracking No Audit

Audit system events Failure




A.2.2 Security Options

Policy

Security Setting

Accounts: Guest account status

Disabled

Accounts: Rename guest account

Assign any name other
than the default one. For
example: abc123

Audit: Shut down system immediately if unable to log

security audits Disabled
Domain member: Digitally encrypt or sign secure channel
data (always) Enabled
Domain member: Digitally encrypt secure channel data
(when possible) Enabled
Domain member: Digitally sign secure channel data (when
possible) Enabled
Interactive logon: Do not display last user name Enabled
Interactive logon: Message text for users attempting to log | «Aythenticated User
on Only”
Interactive logon: Message title for users attempting to log
on “WebSAMS”
Interactive logon: Number of previous logons to cache (in
case domain controller is not available) 0 logons
Interactive logon: Prompt user to change password before
expiration 5 days
Microsoft network server: Digitally sign communications
(always) Enabled
Microsoft network server: Digitally sign communications
(if client agrees) Enabled
Recovery console: Allow automatic administrative logon Disabled
Recovery console: Allow floppy copy and access to all )
drives and all folders Disabled
System cryptography: Use FIPS compliant algorithms for

Y P OSEPYY P s Not Defined

encryption, hashing, and signing

Note:

A full list of the security options and the corresponding default values are shown in Appendix 8.




B. Set Remote Desktop with Network Level Authentication

Go to the “System Properties” screen and check the option as shown to allow connect remote
desktop by NLA.

ped System

1 |1 » Control Panel » Systern and Security » System W (',:| | Search Control

Control Panel H i ) :
prtelFanet nome View basic information about your computer

¥ Device Manager Win 5 D : -
; System Properties
'_‘f,;' Remote settings B - ) = -
: . Computer N Hard Advanced | Remate
By Advanced system settings ilieBh e I s I L | |
Remote Assistance
Syst Allow Bemote Assistance connections to this computer
Remote Deskiop
Conp
Choose an option, and then specify who can connect.
(") Don't allow remote connections to this computer
Allow connections only from computers unning Remote
Desktop with Metwork Level Authentication frecommended)
Wiry.
Help me choose Select Users...
Serahd ok || camcel || 2opy
Action Center

C. Enable Screen Saver Timeout

Go to Start > Control Panel > Appearance > Display > Change screen saver”. Select Wait: “10
minutes” and Check “On resume, display logon screen”

= Display = =)
(-\ =~ 4 [E v Control Panel » Appearance » Display v O ‘ Search Control Panel p ‘
(2]

Control Panel Home - ‘Screen Saver Settings
Adjust resolution Screen Saver part of the
Change desktop background
Change window colors
Change screen saver
Change display settings
Adjust ClearType text

Screen saver

(None) w| | Settings.. Preview

Vait: 10 5| minutes [¥] On resume, display legon screen |

I: = specific item,

Power management

Conserve energy or maximize performance by adjusting display

brightness and other power settings.

Change power settings

Appl
oK ‘ | Cancel | | Apply ‘




D. Enable Windows Firewall

To provide better security protection, the firewall is recommended to be enabled in order to
restrict the inbound ports that go into WebSAMS server. An example using “Windows Firewall”

1s as shown:

(1) Go to “Control Panel > System and Security > Windows Firewall” and click “Advanced

settings” at left menu.

@ @ v P I‘ » Control Panel » System and Security » Windows Firewall

v ¢ I [ Search Control Panel

Control Panel Home

Allow an app or feature
through Windows Firewall

@ Change notification settings

@ Turn Windows Firewall on or

off
Restore defaults

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC
through the Internet or a network.

Connected @

l @ Private networks

Networks at home or work where you know and trust the people and devices on the network

Wind.

Firewall state:

C

Advanced settings

Incoming connections:
Troubleshoot my network

Active private networks:

Notification state:

. @ Guest or public networks

On

Block all connections to apps that are not on the
list of allowed apps

& Network

Do not notify me when Windows Firewall blocks a
new app

Not connected @}

See also
Action Center
Network and Sharing Center

(2) Click “Inbound Rules” at left menu. Then click “New Rule” at the right menu to create a
firewall rule for WebSAMS Server.

Eile Action \Miew Help

« 2E 2 HE

23 Inbound Rules

v/ BranchCache Content Retrieval (HTTP-In}
°BranchCache Hosted Cache Server (HTT...

.BranchCache Peer Discovery (WSD-In} BranchCache - Peer Discove... All No Allow

@ COM-+ Network Access (DCOM-In) COM+ Metwork Access Al No Allow

.COM+ Remote Administration (DCOM-In)  COM+ Remote Administrati... All No Allow

- on Unreacha.. Core Networking Al Yes Allow
‘ Windows Firewall with Advancfen Vnresche... CoreNetworking
Host Config... Core Networking

Host Config..
. Core Networking

Core Networking

&3 Inbound Rules

n outbound Rules Core Networking
. 3 Core Networking
¥ Connection Security Rules . Coreetworking

.. Core Metworking

& Windows Firewall with Advance [t Lt o]

BranchCache - Content Retr...
BranchCache - Hosted Cach...

Profile Enabled

b B, Monitoring

... Core Networking
Core Networking
Core Networking
Core Networking
Core Networking

Listener Rep...

or Discovery A..,
o Core Networking - Meighbor Discovery 5.

o Core Networking - Packet Too Big (ICMP...
| -
<

n I

Y Filter by Profile

S’ Filter by State




(3) At the “New Inbound Rule Wizard” and you will see the “Rule Type” page. Click the option
“Port” and then click “Next”.

Rule Type
Select the type of firewall rule to create

Steps:

@ Rule Type YWhat type of rule would you like to create?
@ Protocol and Ports

@ Action ' Program

Rule that controls connections for a program

@ Profie
@ Name I ® Port I
il ions for a TCF or LIDP port.

) Predefined:
‘ BranchCache - Contert Retrieval (Uses HTTP)
Rule that controls connections for 3 Windows experience.

) Custom
Custom nule.

cgack || Nea> || Cancel

(4) At the “Protocol and Ports” page, select “TCP” and “Specific local ports”.
At the “Specific local ports:” , type in the inbound ports that WebSAMS Server allow, including

80, 443, 8009, 7009, 3268, 7010, 7268 and separate them by comma.

Protocol and Ports
Specify the protocols and ports to which this nule applies.

Steps:
@ Fuls Type Does this rule apply to TCP or UDP?

S
@ Action ) UDP
o Profie
N
@ e b i v vyl il ks A s ool gt

I (® Specific local ports: |EID‘MB,3DDB.7DDB‘3\263.7OTD.?268
- i

e




(5) At the “Action” page, select “Allow the connection” and click “Next”.

Action
Specify the action to be taken when a connection matches the conditions specffied in the rule.
Steps:
@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports
- @ Allow the connection l
@ Action SR e antialPsoc o woll o thiome oxe not)
@ Profile
i O Allow the connection if it is secure
ntkiae This includes only jons that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec ies and rules in the Connection Security
Rule node.
O Block the connection
[ <Book || Net> [[ Concel

(6) At the “Profile” page, check all options and click “Next”.

Profile
Specify the profiles for which this rule applies.
Steps:

@ Fuls Type When does this ule apply?

@ Protocol and Ports
@ Action [¥| Domain

& Profile
@ Name

nputeris connected to its comporate domain.

Inputer is connected to a private network location, such as a home

Inputeris connected to a public network location,

(7) Finally, define the name as “websams” and all are done!
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Appendix 8: Windows Server 2012 R2 — Default Value of Security Options

Windows Server 2012 R2 — Default Value of Security

Options

Default value of security options of Windows Server 2012 R2

Interactive logon: Message text for users attempting to log on

Policy Security Setting
(1) |Accounts: Administrator account status Enabled
(2) |Accounts: Block Microsoft accounts Not Defined
(3) |Accounts: Guest account status Disabled
(4) |Accounts: Limit local account use of blank passwords to console logon only Enabled
(5) [Accounts: Rename administrator account Administrator
(6) |Accounts: Rename guest account Guest
(7) [Audit: Audit the access of global system objects Disabled
(8) [Audit: Audit the use of Backup and Restore privilege Disabled
9) :tj;iii::pl;c;irccyecaalizgoﬁ\c/)Ii(;\;ts;:;:ategory settings (Windows Vista or later) to override Not Defined
(10) |Audit: Shut down system immediately if unable to log security audits Disabled
(11) g%%hl-/l):sh;l:t(;f;ine Access Restrictions in Security Descriptor Definition Language Not Defined
(12) g%%hl-/l).sh;l:t(;f;lne Launch Restrictions in Security Descriptor Definition Language Not Defined
(13) |Devices: Allow undock without having to log on Enabled
(14) |Devices: Allowed to format and eject removable media Not Defined
(15) |Devices: Prevent users from installing printer drivers Enabled
(16) |Devices: Restrict CD-ROM access to locally logged-on user only Not Defined
(17) |Devices: Restrict floppy access to locally logged-on user only Not Defined
(18) |Domain controller: Allow server operators to schedule tasks Not Defined
(19) |Domain controller: LDAP server signing requirements Not Defined
(20) [Domain controller: Refuse machine account password changes Not Defined
(21) [Domain member: Digitally encrypt or sign secure channel data (always) Enabled
(22) |Domain member: Digitally encrypt secure channel data (when possible) Enabled
(23) [Domain member: Digitally sign secure channel data (when possible) Enabled
(24) |Domain member: Disable machine account password changes Disabled
(25) |Domain member: Maximum machine account password age 30 days
(26) [Domain member: Require strong (Windows 2000 or later) session key Enabled
(27) |Interactive logon: Display user information when the session is locked Not Defined
(28) |Interactive logon: Do not display last user name Disabled
(29) |Interactive logon: Do not require CTRL+ALT+DEL Disabled
(30) |Interactive logon: Machine account lockout threshold Not Defined
(31) |Interactive logon: Machine inactivity limit Not Defined
(32)
(33)

Interactive logon: Message title for users attempting to log on
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Policy Security Setting
Interactive logon: Number of previous logons to cache (in case domain controller is

not available) ez
Interactive logon: Prompt user to change password before expiration 5 days
Interactive logon: Require Domain Controller authentication to unlock workstation |Disabled
Interactive logon: Require smart card Disabled
Interactive logon: Smart card removal behavior No Action
Microsoft network client: Digitally sign communications (always) Disabled
Microsoft network client: Digitally sign communications (if server agrees) Enabled
Microsoft network client: Send unencrypted password to third-party SMB servers |Disabled
Microsoft network server: Amount of idle time required before suspending session |15 minutes
Microsoft network server: Attempt S4U2Self to obtain claim information Not Defined
Microsoft network server: Digitally sigh communications (always) Enabled
Microsoft network server: Digitally sign communications (if client agrees) Enabled
Microsoft network server: Disconnect clients when logon hours expire Enabled
Microsoft network server: Server SPN target name validation level Not Defined
Network access: Allow anonymous SID/Name translation Disabled
Network access: Do not allow anonymous enumeration of SAM accounts Enabled
Network access: Do not allow anonymous enumeration of SAM accounts and Disabled
shares

Network access: Do not allow storage of passwords and credentials for network Disabled
authentication

Network access: Let Everyone permissions apply to anonymous users Disabled
Network access: Named Pipes that can be accessed anonymously

Network access: Remotely accessible

registry paths

System\CurrentControlSet\Control\ProductOptions,System\CurrentC
ontrolSet\Control\Server Applications,Software\Microsoft\Windows
NT\CurrentVersion

Network access: Remotely accessible
registry paths and sub-paths

System\CurrentControlSet\Control\Print\Printers,System\CurrentCon
trolSet\Services\Eventlog,Software\Microsoft\OLAP
Server,Software\Microsoft\Windows
NT\CurrentVersion\Print,Software\Microsoft\Windows
NT\CurrentVersion\Windows,System\CurrentControlSet\Control\Con
tentindex,System\CurrentControlSet\Control\Terminal
Server,System\CurrentControlSet\Control\Terminal
Server\UserConfig,System\CurrentControlSet\Control\Terminal
Server\DefaultUserConfiguration,Software\Microsoft\Windows
NT\CurrentVersion\Perflib,System\CurrentControlSet\Services\Sysmo
nlLog

Network access: Restrict anonymous access to Named Pipes and Shares Enabled

Network access: Shares that can be accessed anonymously Not Defined

Network access: Sharing and security model for local accounts

Classic - local users
authenticate as

themselves
Network security: Allow Local System to use computer identity for NTLM Not Defined
Network security: Allow LocalSystem NULL session fallback Not Defined
Network security: Allow PKU2U authentication requests to this computer to use )
L . Not Defined
online identities.
Network security: Configure encryption types allowed for Kerberos Not Defined

-0




(63) |[Network security: Do not store LAN Manager hash value on next password change |Enabled

(64) |Network security: Force logoff when logon hours expire Disabled

(65) [Network security: LAN Manager authentication level Not Defined

(66) [Network security: LDAP client signing requirements Negotiate signing

(67) Netwo'rk security: Minimum session security for NTLM SSP based (including secure Require. 128-bit
RPC) clients encryption

(68) Network security: Minimum session security for NTLM SSP based (including secure Require. 128-bit
RPC) servers encryption

(69) gj::;i?;czet?;:ty. Restrict NTLM: Add remote server exceptions for NTLM Not Defined

(70) [Network security: Restrict NTLM: Add server exceptions in this domain Not Defined

(71) [Network security: Restrict NTLM: Audit Incoming NTLM Traffic Not Defined

(72) [Network security: Restrict NTLM: Audit NTLM authentication in this domain Not Defined

(73) [Network security: Restrict NTLM: Incoming NTLM traffic Not Defined

(74) |Network security: Restrict NTLM: NTLM authentication in this domain Not Defined

(75) [Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers Not Defined

(76) |Recovery console: Allow automatic administrative logon Disabled

(77) |Recovery console: Allow floppy copy and access to all drives and all folders Disabled

(78) [Shutdown: Allow system to be shut down without having to log on Disabled

(79) [Shutdown: Clear virtual memory pagefile Disabled

(80) iz:ir:t;yptography: Force strong key protection for user keys stored on the Not Defined

(81) Zygsr;cle;rg cryptography: Use FIPS compliant algorithms for encryption, hashing, and Enabled

(82) |System objects: Require case insensitivity for non-Windows subsystems Enabled

(83) zz:ebrc;iztl)-jiiit;s): Strengthen default permissions of internal system objects (e.g. Enabled

(84) |System settings: Optional subsystems Posix

(85) z\;ss'i(:ir?tisoer:t;r;isc:igsse Certificate Rules on Windows Executables for Software Disabled

(86) |User Account Control: Admin Approval Mode for the Built-in Administrator account |Disabled

(87) User Account Control: Allow UlAccess applications to prompt for elevation without Disabled

using the secure desktop

User Account Control: Behavior of the elevation prompt for administrators in

Prompt for consent for

(88) Admin Approval Mode non-Windows binaries
(89) [User Account Control: Behavior of the elevation prompt for standard users Prompt for credentials
(90) |User Account Control: Detect application installations and prompt for elevation Enabled
(91) |User Account Control: Only elevate executables that are signed and validated Disabled
(92) E::Jr,:clgczgzgssntrol: Only elevate UlAccess applications that are installed in Enabled
(93) [User Account Control: Run all administrators in Admin Approval Mode Enabled
(94) [User Account Control: Switch to the secure desktop when prompting for elevation |Enabled
(95) |User Account Control: Virtualize file and registry write failures to per-user locations |Enabled




Appendix 9: Install WebSAMS Root Certificate on Workstations | Appendix 9

Install WebSAMS Root Certificate on
Workstations

This section describes how to import WebSAMS Root Certificate into your browser. The purpose
of importing the certificate is to trust the WebSAMS website of your school, so that your browser

would not prompt you for warning messages.
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The following steps use Microsoft Internet Explorer as an example:

(1) Download the certificate on the following url
https://cdr.websams.edb.gov.hk/Files/Sys sec/Sys operation/edbcacert.cer

(2) Double click the downloaded file and the following screen will pop up. Clicks the “Install
Certificate...” button.
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(3) The following screen will be shown. Click the “Next” button.
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(4) The following screen will be shown. Choose the option “Place all certificates in the following
store” and click “Browse” button.
-2
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(5) Select “Trusted Root Certification Authorities” and click “OK”.
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(6) Click the “Next” button to continue.
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(7) The following screen will be shown. Clicks “Finish” button.
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(8) Click “Yes” button in the following screen.
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(9) “The import was successful” message should be shown.
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